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Further Information

This is a meeting which is open to members of the public.

A copy of the agenda and reports for this meeting will be available for inspection prior to the
meeting at the Customer Service Centre, Renfrewshire House, Cotton Street, Paisley and online
at http://renfrewshire.cmis.uk.com/renfrewshire/CouncilandBoards.aspx

For further information, please either email
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Members of the Press and Public
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they will be met and directed to the meeting.

22/06/2018
Page 1 of 78


http://renfrewshire.cmis.uk.com/renfrewshire/CouncilandBoards.aspx
mailto:democratic-services@renfrewshire.gov.uk

Items of business

Apologies
Apologies from members.
Declarations of Interest

Members are asked to declare an interest in any item(s) on the agenda
and to provide a brief explanation of the nature of the interest.

1 Minute 3-6

Minute of meeting of the Integration Joint Board Audit Committee held
on 26 January 2018.

2 Summary of Internal Audit Reports 7-14
Report by Chief Internal Auditor.

3 Summary of Internal Audit Activity in Partner 15 - 22
Organisations
Report from Chief Internal Auditor.

4 Internal Audit Annual Report 2017/18 23 -36
Report by Chief Internal Auditor.

5 Internal Audit Reporting Arrangements 37-40
Report by Chief Internal Auditor.

6 IJB and HSCP Risk Registers 41 - 58
Report by Chief Officer.

7 General Data Protection Regulations (GDPR) and New 59 - 62

Data Protection Act
Report by Head of Administration.

8 Training for Audit Committee Members 63 -76
Report by Chief Internal Auditor.

9 Proposed Dates of Meetings of the Audit Committee 77-78
2018/19
Report by Clerk.
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NHS

Renfrewshire Greater Glasgow
Council and Clyde

Minute of Meeting
Renfrewshire Health and Social Care Integration Joint
Board Audit Committee

Friday, 26 January 2018 09:00 Abercorn Conference Centre, Renfrew
Road, Paisley, PA3 4DR

PRESENT

Councillor Lisa-Marie Hughes and Councillor Jane Strang (substitute for Councillor Scott
Kerr) (both Renfrewshire Council); Morag Brown and Dorothy McErlean (both Greater
Glasgow & Clyde Health Board); and David Wylie (Health Board staff member involved in
service provision) and Alan McNiven (third sector representative).

CHAIR
Councillor Lisa-Marie Hughes, Chair, presided.

IN ATTENDANCE

Ken Graham, Head of Corporate Governance (Clerk), Andrea McMahon, Chief Internal
Auditor and Elaine Currie, Senior Committee Services Officer (all Renfrewshire Council);
David Leese, Chief Officer, Sarah Lavers, Chief Finance Officer and Jean Still, Head of
Administration (all Renfrewshire Health and Social Care Partnership) and M Ferris, Senior
Audit Manager and A Haahr, Senior Auditor (both Audit Scotland).

APOLOGY
Councillor Scott Kerr (Renfrewshire Council).

DECLARATIONS OF INTEREST

There were no declarations of interest intimated prior to the commencement of the
meeting.
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MINUTE

The Minute of the meeting of the Integration Joint Board (1JB) Audit Committee held
on 24 November 2017 was submitted.

DECIDED: That the Minute be approved.

INTERNAL AUDIT PROGRESS AND PERFORMANCE - QUARTER 3

The Chief Internal Auditor submitted a report relative to the internal audit plan for
2017/18 approved at the meeting of the IJB Audit Committee held on 13 February
2017.

The report intimated that the |JB directed both Renfrewshire Council and NHS
Greater Glasgow and Clyde (NHSGG&C) to deliver services that enabled the IJB to
deliver on its strategic plan. Both the Council and NHSGG&C had internal audit
functions and conducted audits across each organisation, the findings of which were
reported to the respective audit committees. Members of the IJB had an interest in
the outcomes of the audits at both the Council and NHSGG&C that impacted upon the
IJB’s ability to deliver the strategic plan.

The report provided a summary of the internal audit activity of both organisations to
31 December 2017 in terms of the delivery of the overall audit plan for the year and
compared actual performance against targets set by Renfrewshire Council’s Director
of Finance and Resources from 1 April to 31 December 2017.

A discussion took place relative to processes and policies in place within NHSGG&C
in relation to suicide risk assessment and whether the tools were fit for purpose. It
was proposed that the Chief Officer establish what processes and policies were in
place and what training was given to staff in relation to these processes and
policies. This was agreed. It was further proposed that the Chief Officer submit a
report on these matters to a future meeting of the 1JB which would then be shared
with the NHSGG&C Board. This was also agreed.

DECIDED:
(a) That the report be noted;

(b) That the Chief Officer establish what processes and policies were in place and
what training was given to staff in relation to these processes and policies; and

(c) That the Chief Officer submit a report on these matters to a future meeting of the
IJB which would then be shared with the NHSGG&C Board.

ANNUAL INTERNAL AUDIT PLAN 2018/19

The Chief Internal Auditor submitted a report relative to the annual internal audit plan
for 2018/19, a copy of which formed the appendix to the report.

The report intimated that, in line with the requirements of the Public Sector Internal
Audit Standards, a risk-based internal audit plan for 2018/19 had been developed
which set out a resource requirement of 35 days, including assurance work, time for
follow-up of previous recommendations, ad-hoc advice and planning and reporting.
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The allocation of internal audit resources was sufficient to allow emerging priorities
and provided adequate coverage of governance, risk management and internal
control to inform the annual assurance statement.

The audit plan might be subject to amendment during the course of the year due to
the emergence of issues of greater priority or other unforeseen circumstances and
any change would be reported to the 1JB Audit Committee.

It was proposed that the Audit Committee consider requesting an independent report
into the entire process following Capability Scotland’s decision to cease provision of
the day care services it operated, on behalf of the Renfrewshire Health and Social
Care Partnership, at Whitehaugh and West Lane Gardens, Paisley and that this report
be shared with the 1JB.

The Chief Internal Auditor advised that this would be a matter for her consideration
and not the remit of Audit Scotland, the IJB external auditors. It was proposed that
the Chief Internal Auditor meet with members of the Audit Committee to establish the
scope of an independent audit and thereafter the Chief Internal Auditor would advise
the Audit Committee of the audit process.

DECIDED:
(a) That the internal audit plan for 2018/19 be approved;

(b) That it be noted that the internal audit plan for 2018/19 would be shared with
Renfrewshire Council and NHSGG&C; and

(c) That the Chief Internal Auditor meet with members of the Audit Committee to
establish the scope of an independent audit and thereafter the Chief Internal Auditor
advise the Audit Committee of the audit process.

AUDIT SCOTLAND ANNUAL AUDIT PLAN 2017/18

The Chief Finance Officer submitted a report relative to the annual audit plan 2017/18
for the IJB which outlined Audit Scotland’s planned activities in their audit for the
2017/18 financial year.

The report highlighted that the annual audit plan 2017/18 included a section on Audit
Issues and Risks and that within this section Audit Scotland had identified a risk of
‘management override of controls’. This risk had been included in the audit plans of all
bodies which Audit Scotland worked with, in light of updated international standards
on auditing. The inclusion of this risk was not a reflection of increased risk within the
Joint Board and Audit Scotland had confirmed that they had not found any issues on
this in previous years.

DECIDED: That Audit Scotland’s annual audit plan 2017/18 be noted.
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LOCAL CODE AND SOURCES OF ASSURANCE FOR GOVERNANCE
ARRANGEMENTS

Under reference to item 4 of the Minute of the meeting of the 1B Audit Committee
held on 24 November 2017 the Head of Administration submitted a report relative to
the Local Code of Corporate Governance based on the seven principles of the
Chartered Institute of Public Finance and Accountancy (CIPFA) framework and the
Society of Local Authority Chief Executive’s (SOLACE) framework approved at the
meeting of the 1JB held on 23 June 2017.

The report intimated that the Local Code included identified sources of assurance
which enabled the I[JB Audit Committee to review and asses its governance
arrangements against the Annual Governance Statements from 2017/18 onwards.

At the meeting of the IJB Audit Committee held on 24 November 2017 it had been
decided that further work be undertaken to populate the Sources of Assurance
template to rate compliance against each principle and provide updates, as
appropriate, against the status of each source.

It was noted that the Chief Internal Auditor would also provide independent assurance
to the IJB on compliance with the Code of Corporate Governance.

DECIDED:

(a) That the Sources of Assurance statement, as detailed in the appendix to the
report, be approved;

(b) That it be noted that as previously agreed the annual review of IJB governance
arrangements would be scrutinised by the IJB Audit Committee in advance of |JB
approval; and

(c) That it be noted that the Chief Internal Auditor would also provide independent
assurance to the IJB on compliance with the Code of Corporate Governance.

TRAINING FOR AUDIT COMMITTEE MEMBERS

Under reference to item 3 of the Minute of the meeting of the IJB Audit Committee
held on 24 November 2017 the Chief Internal Auditor submitted a report relative to a
proposed programme of training briefings which would be delivered at meetings of the
IJB Audit Committee.

The proposed programme of training briefings was appended to the report.
DECIDED: That the programme of training briefings, as detailed in the appendix to
the report, be approved.

DATE OF NEXT MEETING

DECIDED: That it be noted that the next meeting of the IJB Audit Committee would
be held at 9.00 am on 29 June 2018 in the Abercorn Conference Centre, Renfrew
Road, Paisley.
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<&@ NHS

Renfrewshire Greater Glasgow
Council and Clyde

To:

On:

Renfrewshire Health and Social Care Integration Joint Board Audit
Committee

29 June 2018

Report by: Chief Internal Auditor

Heading: = Summary of Internal Audit Reports

1.1

1.2

Summary

A risk based Internal Audit Plan for 2017/18 was approved by the IJB Audit
Committee on 29 January 2018. In line with the Public Sector Internal Audit
Standards, Internal Audit must communicate the results of each engagement to
the Board. All planned reviews have been completed.

Appendix 1 provides details those audit engagements completed during the
period 1 January to 18 May 2018 with the overall assurance rating and the
number of recommendations in each risk category. The committee summary for
each report is also attached. For each audit assignment where
recommendations have been made, the relevant managers have put action
plans in place to address the issues raised.

Recommendations

That the Integration Joint Board Audit Committee are asked to note the content of the
report.

Implications of the Report

1.

2,

Financial - none.

HR & Organisational Development - none.
Community Planning - none.

Legal - none.

Property/Assets - none.
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6. Information Technology - none.
7. Equality & Human Rights - none
8. Health & Safety - none.

9. Procurement - none.

10. Risk - The subject matter of this report is the progress of the risk based Audit Plan’s for
the IJB.

11. Privacy Impact - none.

List of Background Papers — none.

Author: Andrea McMahon, Chief Internal Auditor
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Appendix 1

Integration Joint Board Audit Committee

Internal Audit Service

Summary of Final Audit Reports issued

Compliance with the Substantial 1

Integration Scheme

Local Code of Reasonable 1

Corporate Governance

Assurance Level

There is a sound system of internal control designed to achieve the
objectives of the area being reviewed.
The control processes tested are being consistently applied.

The internal control processes are generally satisfactory with some
areas of weakness being identified that could put some objectives of
the area being reviewed at risk

There is evidence that the level of non-compliance with some of the
control processes may put some of the objectives of the area being
reviewed at risk.

Limited Assurance | o

Weaknesses in the system of internal controls are such as to put the
objectives of the area being reviewed at risk.

The level of non-compliance puts the objectives of the area being
reviewed at risk.

Control processes are generally weak with significant risk to the
achievement of the objectives of the area being reviewed.
Significant non-compliance with control processes leaves the
processes/systems open to error or abuse.

Recommendation
Rating

Important

Implementation will improve the efficiency / housekeeping of the area
under review.

Implementation will contribute to the general effectiveness of control.

Implementation will raise the level of assurance provided by the
control system to acceptable levels.

Addresses a significant risk, impacting on the objectives of the area
under review.
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Internal Audit Report @

1JB Renfrewshire
Integration Scheme Compliance (B0017/2018/002)
B0017/2018/002 Date: May 2018
COMMITTEE SUMMARY
Audit Objectives

The objective of the audit was to ensure that adequate evidence is available to confirm that
significant elements of the Integration Scheme are being complied with.

Audit Scope

Obtained and reviewed for adequacy, documentation and information in relation to:

e Clinical and Care Governance

Chief Officer updates regarding acute hospital services and the set aside budget for these
services

e Participation and Engagement

e Information Sharing and Data Handling

e Complaints

Key Audit Assurances

Clinical and Care Governance arrangements are in place that cover the areas specified in the
Integration Scheme.

Regular updates are provided to the IJB regarding acute hospital services and the set aside budget
for these services.

Participation and Engagement Strategy was in place within 6 months of formation of the 1JB.

Key Risks

There are no key risks arising from this audit.

Overall Audit Opinion

In general, arrangements are in place to confirm that the IJB are complying with the elements of the
Integration Scheme covered in this audit. The audit has identified that the Information Sharing
Protocol in relation to Health and Social Care Integration amongst Renfrewshire Council, Greater
Glasgow Health Board and The Integration Joint Board has not been annually reviewed as agreed.

Management Commentary

Management agreed to action the one good practice recommendation made in relation to reviewing
the Information Sharing Protocol.
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Internal Audit Report @

INTEGRATION JOINT BOARD  Renfrewshire

Council

Local Code of Corporate Governance
(C0371/2018/038)

C0371/2018/038 Date: May 2018

COMMITTEE SUMMARY

Audit Objectives
The objective of the audit was to ensure that:

e There is sufficient evidence held by the Integration Joint Board (I1JB) to
demonstrate compliance with the Local Code of Corporate Governance.

Audit Scope

1.1 Obtained a copy of the IUB’s ‘Sources of Assurance’ template approved by the 1JB
Audit Committee in January 2018 which lists the evidence available to support
compliance with each principle of the Local Code of Corporate Governance.

1.2 Obtained a copy of the CIPFA/SOLACE document entitled, ‘Delivering Good
Governance’ and carried out testing to ascertain the level of compliance by
comparing the evidence available per the 1JB, ‘Sources of Assurance’ template
against the requirements of the Code.

Key Audit Assurances

Evidence was available to support the IJB’s compliance with some of the behaviours and
actions linked to the sub-principles within the Local Code of Corporate Governance.

Key Risks

There are no key risks to report in relation to the IJBs demonstration of compliance with
the Local Code of Corporate Governance.

Overall Audit Opinion

Due to evidence being omitted from the Sources of Assurance and the format of the Local
Code of Corporate Governance, members are unable to identify easily that all the elements
of the code are being fully complied with.
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Internal Audit Report '
INTEGRATION JOINT BOARD  Renfrewshire

Council

Local Code of Corporate Governance
(C0371/2018/038)

C0371/2018/038 Date: May 2018

Management Commentary

The working version of the Local Code of Corporate Governance and Sources of
Assurance will be reviewed and updated.

Further discussion will also take place with the IJB Chair and Vice Chair in relation to

behaviours and actions detailed for each sub-principle with a view to streamlining this and
avoiding duplication/repetition.
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G2H NHs,

Renfrewshire Greater Glasgow
Council and Clyde
To: Renfrewshire Health and Social Care Integration Joint Board Audit
Committee
On: 29 June 2018

Report by: Chief Internal Auditor

Heading: = Summary of Internal Audit Activity in Partner Organisations

1. Summary

1.1 The Renfrewshire Health and Social Care Integration Joint Board directs both
Renfrewshire Council and NHS Greater Glasgow and Clyde to deliver services
that enable the Renfrewshire Integration Joint Board to deliver on its strategic
plan.

1.2 Both Renfrewshire Council and NHS Greater Glasgow and Clyde have Internal
Audit functions that conduct audits across each organisation and report the
findings of these to the respective audit committees.

1.3 Members of the Integration Joint Board have an interest in the outcomes of
audits at both Renfrewshire Council and NHS Greater Glasgow and Clyde that
have an impact upon the Integration Joint Board’s ability to deliver the strategic
plan or support corporate functions.

1.4 This report provides a summary to the Renfrewshire Integration Joint Board’s
Audit committee of the Internal Audit activity undertaken within these partner
organisations.

2. Recommendations

2.1 That the Integration Joint Board Audit Committee are asked to note the content of the
report.

3. Renfrewshire Council Internal Audit Activity

3.1 The following Internal Audit reports have been issued to the Renfrewshire Council Audit
Risk and Scrutiny Board, which are relevant to the Integration Joint Board.
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3.1.1

3.1.2

3.1.3

Audit Engagement Assurance Level Number and Priority of Recommendations (note 2)
(note 1) A B C |
Adults with Incapacity Limited - 5 - -
Charging and Payments for | Limited 1 4 1 1
Adult Services
Corporate Health & Safety No Assurance 4 6 1 -
Records Management Limited 0 6 4 -
Corporate Purchase Cards Reasonable - 1 5 -

Note 1 — For each audit engagement one of four assurance ratings is expressed:

Substantial Assurance — The control environment is satisfactory

Reasonable Assurance — Weaknesses have been identified, which are not critical to the overall operation of the area reviewed
Limited Assurance — Weaknesses have been identified, which impact on the overall operation of the area reviewed

No Assurance — Significant weaknesses have been identified, which critically impact on the operation of the area reviewed

Note 2 — Each audit recommendation is assigned a priority rating:

A = Critical Recommendation - Addresses a significant risk, impacting on the area under review

B = Important Recommendation — Implementation will raise the level of assurance provided by the control system to acceptable levels
C = Good Practice Recommendation — Implementation will contribute to the general effectiveness of control

| = Service Improvement — Implementation will improve the efficiency / housekeeping of the area under review

Adults with Incapacity

The objectives of this audit were to ensure that there is documentary evidence that the
process flow chart has been followed for the use of Adults with Incapacity (Scotland) Act
2000 and that the process is undertaken timeously. A sample of 20 case files were
selected for review.

The audit identified that although there is a process in place for the use of Adults with
Incapacity (Scotland) Act 2000, the guidance available to officers is outdated and on
some occasions the relevant paperwork in relation to referring and applying for Adults
with Incapacity intervention was unable to be located and those that were found were not
always signed. A revised policy, process flow chart, referral forms and supporting
guidance have been developed to ensure the accuracy and timely completion of the
relevant paperwork and required authorisation process.

Charging and Payments for Adult Services

The objectives of this review were to ensure that there are adequate documented
procedures in place for preparing financial assessments and arranging for invoices to be
raised; controls exist to ensure that financial assessments are accurate; all invoices are
raised timeously and are accurate and posted onto the accounts receivable ledger; and
that there are appropriate procedures in place to regularly review financial assessments
and deal with changes in circumstances timeously.

The audit identified that there are procedures in place for preparing financial
assessments. However, delays between the date a client starts receiving care and the
date they are first charged for care result in the council not receiving full payments for the
services provided and some clients may not be charged the correct rate if full financial
assessments and reassessments are not carried out for new and existing clients.

It is acknowledged that Charging and Payments management have implemented new
procedures and are continuing to work to improve controls in this area. Management
within Finance and Resources, agreed to action the recommendations made, including;
working with Adult Services to put measures in place to minimise any delays in
processing financial assessments / reassessments for non-residential care, preparing
adequate documentation detailing clearly the processes to be followed by staff and
improving the document filing system.

Corporate Health and Safety

The purpose of the audit is to carry out a review of the arrangements in place for
corporate Health and Safety. The review covered the arrangements in place during
2016/2017. Key controls were reviewed and evaluated in relation to, clearly defined and
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3.14

understood roles and responsibilities, including risk identification; adequate and up-to-
date policies and procedures in place which were readily available to those that need
them; regular engagement with other service areas to ensure compliance with legislative
requirements; a programme of health and safety audits was in place and results were
followed up adequately; adequate arrangements in place for reporting, accidents,
incidents and near misses and these were adequately followed up; and performance
monitoring and reporting arrangements were appropriate.

Four key risk areas were identified from the audit review:

Although there is a Health and Safety Policy in place, which details the high level
governance arrangements including the roles and responsibilities of key officers, current
practice does not follow the arrangements as set out in the policy at both a corporate and
service level. There is arisk that health and safety activity may be uncoordinated, reactive
and not subject to an appropriate level of scrutiny.

The policy is also not being followed at an operational level with pro-active health and
safety audit inspections not being undertaken as expected at a corporate level and there
is inconsistency at a service level. This increased the risk that action is not taken in a
timely manner to rectify any issues that would have been identified through the checking
regime.

There is a corporate process for logging incidents, however there is a lack of effective
monitoring and follow up of the mitigating actions required. This increases the risk that
remedial action is not taken in a timely manner.

Performance information in relation to health and safety is not being prepared, monitored
and reported consistently. Without adequate monitoring and reporting of both Corporate
and Service health and safety performance, there is an increased risk that trends are not
identified and remedial action taken where necessary and the arrangements are not
subject to an appropriate level of scrutiny.

Based on the audit work carried out the control environment was assessed as
unsatisfactory. The Auditor was concerned that the governance arrangements may not
be fit for purpose. Operational arrangements were not adequate and there is a lack of
appropriate processes and scrutiny. The audit recommended that management review
the governance and operational practice as a matter of priority.

In relation to the key risks management has addressed these by implementing an
independent strategic review of the corporate health and safety governance and
operational arrangements. A formal Corporate Health & Safety Team duty officer process
has been developed, which includes a daily check of the systems to ensure any actions
required as a result of an incidents are being effectively dealt with. All previous actions
have now been reviewed. KPIs will be developed for the Corporate Health & Safety Team
and these will be agreed with the senior management.

Records Management

The objectives of this audit were to ensure that the records management improvement
action plan is progressing as expected and is regularly monitored by management; there
is an adequate process developed to facilitate scheduled reviews and update of the plan;
services are complying with a sample of elements in the plan; and there is sufficient
evidence held by Services to demonstrate compliance with the Records Management
Plan.
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3.1.5

The audit identified that scheduled reviews of the Records Management Plan are in place
and progress is monitored by management. However, not all actions within the
improvement action plan are progressing as expected and the deadlines for these actions
have not been revised. Following the audit review, management have also identified that
the recent resignation of the Records Manager may further impact on the progress of the
plan should there be difficulties in recruiting to the post. There was also evidence that all
services are not complying with some of the elements in the Records Management Plan
e.g. completion of Destruction Certificates.

A new Records Manager has recently been recruited and management agreed to review
the timescales and revise these to be more realistic in light of the first year of
implementation having passed and taking into account lessons learned. The Records
Management Service Working Group meetings have been re-introduced, this group will
be the forum for raising awareness of the requirements for records management and
embed processes within services.

Corporate Purchase Cards

The purpose of the audit was to ensure that the corporate purchase cards are being
utilised in accordance with the documented policy and guidance. The review also sought
to ascertain the main suppliers of goods and services purchased using the Pcard
identifying areas of off contract spend and to consider if best value would be achieved by
establishing contracts with these suppliers.

The review identified that frequent transactions are in the main below £499.99, in line
with the intended use of Pcards. There may also be security/compatibility implications if
Pcards are used to purchase IT goods or services that do not have prior approval from
ICT Services and value for money may not be achieved if non-contract purchases are
made with Pcards.

The supplier Amazon was found to have the largest non contracted spend via Pcard in
the financial year 2016/2017. Due to the time taken to ascertain the details of items
purchased in each transaction and the large variation of items identified as being
purchased during testing, the auditor was unable to identify any large areas of spend
where there is already a preferred method of purchase. No specific recommendation was
made in this regard.

The PCard Procedures have been updated to reflect the audit recommendations made
and PCard holders have been reminded of their roles and responsibilities regarding the
issues raised in the audit report.

4. NHS Greater Glasgow and Clyde Internal Audit Activity
4.1  The following Internal Audit reports have been issued to the NHS Greater Glasgow and
Clyde Audit Committee, which are relevant to the Integration Joint Board. A summary
has been provided for those reports with individual findings graded as medium or high.
Number of individual findings
Report
classification . .
Review (Note 2) High Medium Low
Key financial controls: payroll Low
Clinical and care governance Low - - 2
Public Health: screening programmes Low - - 2
Information Governance Low - 1 2
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Gifts and hospitality compliance Medium - 3 1
Programme management Low - - 1
Health and safety compliance Medium - 3 -
Corporate risk management Low - 1 2
Achieving Financial Balance Medium 1 - -
Financial Planning 2018/19 Medium - 2 1
Total findings 1 10 11
Note 2

High risk indicates findings that could have a significant:

impact on operational performance; or

monetary or financial statement impact or

breach in laws and regulations resulting in significant fines and consequences; or
impact on the reputation or brand of the organisation.

Medium risk indicates findings that could have a moderate:
impact on operational performance; or

monetary or financial statement impact; or

breach in laws and regulations resulting in fines and consequences; or
impact on the reputation or brand of the organisation.

Low risk indicates findings that could have a minor:
impact on the organisation’s operational performance; or
monetary or financial statement impact; or

breach in laws and regulations with limited consequences; or
impact on the reputation of the organisation.

4.1.1 Information Governance — low risk, 1 medium finding

The primary objective of this audit review was to examine the progress made to design and
implement a Board-wide Information Asset Register, populate the Register with the right data
for it to be an effective information source against which other data protection requirements
can be fulfilled, and to establish the operational processes to ensure the Information Asset
Register remains effective.

The medium risk finding was in relation to populating the IAR; over 350 information assets
have been registered at the time of writing. The Information Governance Team continues to
work with the wider Directors to ensure the work progresses, but as asset questionnaires
are submitted there will be an ongoing need to review submissions and ensure the controls
in place to protect personal and sensitive personal data assets are appropriate under GDPR
requirements. It is important to be able demonstrate to the regulator that risk assessment of
the controls around each asset has been undertaken, and remedial action has been taken.
This ‘paper shield’ will be important in the event of a regulator audit or data breach.
Management should ensure an assessment of the controls for each asset is documented
against the health Board’s information security standards and requirements for the protection
of personal and sensitive personal data.

4.1.2 Gifts and hospitality compliance — medium risk, 3 medium findings

The Directorate for Health Finance of the Scottish Government instructed all Scottish
Health Boards to consider a number of actions to provide assurance as to the extent and
adequacy of controls that are in place for the notification and recording of gifts and
hospitality. These were to commission an internal audit review of the processes for
notification and recording of gifts and hospitality; to confirm that hospitality registers are
up to date and conform to Standing Financial Instructions; to provide a reminder to staff
that they must comply with these SFIs and ensure they are read and understood; and to
invite Counter Fraud Services to present to key staff on provisions of the Bribery Act.
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414

PwC’s review covered the following areas: the guidance available in the Code of
Conduct, additional guidance available to some staff groups (eHealth, Pharmacy, the
Area Drugs and Therapeutic Committee and Procurement were considered), reporting
and approval, maintenance of the register and governance arrangements.

They noted that there are areas where the current policies and procedures in relation to
gifts and hospitality could be improved. The medium risk findings were:

There were aspects of both the staff and Board Members’ Codes of Conduct which could
be strengthened - no timescale is specified in either Code of Conduct for how quickly
declarations should be made following receipt of gifts/hospitality and for Board Members,
nor is there a requirement to declare declined gifts/hospitality, which is inconsistent with
the staff code of conduct.

Some board members who had joined the Board had not yet completed a declaration of
interests; Board Members’ interests should be disclosed per the code of conduct.

There was no procedure in place to ensure that items of gifts or hospitality are given
approval timeously.

Health and safety compliance — medium risk, 3 medium findings

This review considered the steps taken by management to progress a sample of actions
to address points raised by the Health & Safety Executive (HSE) and also considered the
processes across Acute, Partnerships and Property Procurement and Facilities
Management (PPFM) for identifying and undertaking investigations into any incidents
which must be reported to the HSE under the Reporting of Injuries, Diseases and
Dangerous Occurrences Regulations (RIDDOR).

The three medium risk findings were:

Only the Partnerships H&S team had a formally documented process for the
identification, reporting and investigation of RIDDOR incidents and there is an
inconsistent approach taken across the Board’s three H&S teams for conducting
investigations into RIDDOR incidents. As a result of the inconsistencies noted, the
processes in place within Acute and PPFM are considered less robust than the process
in place within Partnerships.

From a sample of twenty-five incidents reported to RIDDOR, it was found that seven of
these were not reported to HSE within the required timescales.

There is no consistent process in place to monitor progress against identified
recommendations resulting from RIDDOR investigations, to provide oversight that
required lessons learned are being taken and on a timely basis.

Corporate risk management — low risk, 1 medium finding

The purpose of this review was to consider the effectiveness of the Board’s corporate
risk management arrangements, including the work that was undertaken to revise the
Corporate Risk Register.

The review identified one medium risk finding: PwC found that Datix could be used more
effectively in the organisation. Inconsistencies were noted between updates that are
being made ‘offline’ on a hard copy of the CRR and the information held on Datix, as
updates are not being made to Datix on a timely basis. At a Directorate level, they also
noted that risks were not being reviewed on Datix on a regular basis.
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4.1.5 Achieving financial balance — medium risk, 1 high finding

41.6

Whilst the overall rating of this report was medium, there was a high risk finding. In
successfully achieving financial balance in the year, the Board relied heavily on the use
of non-recurring support. The percentage of total savings achieved which were on a non-
recurring basis was approximately 70% in 2017-18, compared with around 40% in 2015-
16. While non-recurring savings will always form part of a Board’s savings, the lack of
enduring savings increases future financial challenges and poses a risk to the NHS
Board’s financial sustainability. PwC noted that it was critical that the NHS Board puts in
place a transformation plan that will deliver recurring savings and provide financially
sustainability for the future. Measures recently put in place, such as the Financial
Improvement Programme, should clearly and regularly communicate to the Finance and
Planning Committee and the Board on the progress made to reduce the Board’s recurring
deficit.

Financial planning — medium risk, 2 medium findings

The scope of this review focussed on the planning process and key assumptions that
underpin the Board’s 2018/19 financial position. The process was to establish the Board’s
net cash efficiency challenge for 2018/19, and no service redesign or transformation
assumptions were applied efficiency challenge.

The review concluded that overall, the planning process has been undertaken with an
objective of transparency and there is clarity over the key assumptions underpinning the
2018/19 cash efficiency challenge. Addressing the two medium risk findings identified
would also further strengthen the transparency of the financial planning process. The
findings were:

In the Board’s key financial plan assumptions, the level of certainty that can exist for each
assumption varies. This is a normal feature of the planning process, however given the
extent of the financial challenge it is important that these areas of risk in the plan are
clearly understood by the Board and are subject to regular monitoring.

The Board’s planning arrangements are intended to set out the total saving challenge to
be addressed. In most cases the presentation of information is shown on a gross basis
before any saving plans are applied. However, PwC noted that for primary care
prescribing cost pressure is presented net of planned saving schemes.

Implications of the Report

1.

2.

Financial - none.

HR & Organisational Development - none.
Community Planning - none.

Legal - none.

Property/Assets - none.

Information Technology - none.
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7. Equality & Human Rights - none
8. Health & Safety - none.
9. Procurement - none.

10. Risk - The subject matter of this report is the matters arising from the risk based Audit
Plan’s Renfrewshire Council and NHSGGC in which the IJB would have an interest.

11. Privacy Impact - none.

List of Background Papers — none.

Author: Andrea McMahon, Chief Internal Auditor
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Renfrewshire Greater Glasgow
Council and Clyde

To: Renfrewshire Health and Social Care Audit Committee

On: 29 June 2018

Report by: Chief Internal Auditor

Heading: Internal Audit Annual Report 2017/2018

1. Summary

1.1 The Public Sector Internal Audit Standards (PSIAS) requires that the Chief
Internal Auditor must deliver an annual internal audit opinion, on the overall
adequacy and effectiveness of the internal control environment; that can be used
by the organisation to inform its governance statement. The purpose of this
report it to advise the Audit Committee of the Chief Internal Auditor’'s Internal
Audit Annual Report and the annual internal audit opinion.

1.2 The Internal Audit Annual Report outlines the internal audit work we have carried
out for the year ended 31 March 2018. The annual internal audit opinion must
conclude on the overall adequacy and effectiveness of the organisation’s
framework of governance, risk management and control.

1.3 The report attached, at Appendix 1, includes the Chief Internal Auditor’s
independent and objective opinion as to the adequacy and effectiveness of the
internal control environment. In forming the opinion, the Chief Internal Auditor
has conducted a review of the Internal Audit reports issued to the IJB in the year
and the internal audit annual reports from the partner organisations.

2, Recommendations

2.1 That the Audit Committee notes the content of the Internal Audit Annual Report for

2017/2018.

Implications of the Report

1.

2,

Financial - none

HR & Organisational Development - none.
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3. Community Planning - none.

4. Legal - none.

5. Property/Assets - none.

6. Information Technology - none.
7. Equality & Human Rights - none
8. Health & Safety - none.

9. Procurement - none.

10. Risk - The report provides an opinion on the overall internal control environment
including governance and risk management of the Integration Joint Board.

11. Privacy Impact - none.

List of Background Papers — none.

Author: Andrea McMahon, Chief Internal Auditor
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Renfrewshire Health and Social Care Integration Joint Board

Internal Audit Annual Report

1 April 2017 — 31 March 2018

1. Introduction

1.1

1.2

1.3

1.4

Renfrewshire Council provides an internal audit service to the Renfrewshire
Health and Social Care Integration Joint Board (IJB). This includes:

e The compilation of an annual audit plan following consideration
and evaluation of those areas of greatest risk in the organisation’s
operation, and consultation with the Chief Officer;

¢ Delivery of the planned audit assignments;

e Follow up of previous audit recommendations;

e Provision of any ongoing advice support and training on audit and
risk related matters;

e Provision of an Annual Report and Assurance Statement to the 1JB
Audit Committee.

The Service operates in accordance with the Public Sector Internal Audit
Standards which defines Internal Audit’s role as:

...... an independent, objective assurance and consulting activity designed to
add value and improve an organisation’s operations. It helps an organisation
accomplish its objectives by bringing a systematic, disciplined approach to
evaluate and improve the effectiveness of risk management, control and
governance processes.”

In line with the Standards, the purpose of this Annual Report is to report on:

o The outcome of the planned Internal Audit reviews 2017/18 relating to
the IJB;

° The outcome of Internal Audit reviews of supporting Renfrewshire
Council corporate systems;

° Internal audit performance;

. Planned audit work for 2018/19;

o The annual assurance statement which provides an opinion on the
overall adequacy and effectiveness of the IJB’s internal control
environment.

The operational delivery of services within the Health Board and Local
Authority on behalf of the Integration Joint Board will be covered by their
respective internal audit arrangements. In concluding on the overall opinion,
the Chief Internal Auditor has conducted a review of the Internal Audit reports
issued to the IJB in the year and the internal audit annual reports from
Renfrewshire Council and NHS Greater Glasgow and Clyde.

-1-
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2. Responsibilities of Management and Internal Audit

2.1

It is the responsibility of management to ensure that the areas under their
control are adequate and effective and that there is a sound system of internal
control which facilitates the effective exercise of the organisation’s functions
and which includes arrangements for the management of risk.

Internal Audit is not a substitute for effective control exercised by
management as part of their responsibilities. Internal Audit’'s role is to
independently assess the adequacy of the risk management, internal controls
and governance arrangements put in place by management and to undertake
sufficient work to evaluate and conclude on the adequacy of those controls for
the period under review.

3. Internal Audit Activity during 2017/2018

3.1

The Internal Audit Plan for the 1JB for 2017/2018 provided for a review of the
compliance with the Integration Scheme. Following approval of the IJB Local
Code of Corporate Governance it was agreed that a review of the adequacy
and compliance with the Local Code of Corporate Governance would also be
undertaken on an annual basis.

Appendix 1 details the assurances arising from the internal audit work carried
out in line with the 2017/18 audit plan and relevant engagements undertaken
by the partner internal audit functions. These completed engagements have
been reported to the Audit Committee throughout the year and supports the
annual assurance statement.

The Annual Report for 2016/2017 was submitted to the IJB Audit Committee
Authority on 29 June 2017.

The implementation rate of audit recommendations is a measure of
operational culture and effectiveness. During 2017/18, 1 recommendation
was followed up and was confirmed as implemented.

4. Review of Internal Audit Performance

4.1

Internal Audit produces regular reports on its performance during the year to
the I1UJB Audit Committee and to Renfrewshire Council’s Audit, Risk and
Scrutiny Board, against a range of measures set annually by Renfrewshire
Council’'s Director of Finance and Resources. These targets are set for all
internal audit engagements and include Renfrewshire Council and other
associated bodies, for which the team provides internal audit services. Table
1 shows the actual performance against targeted performance for the year.

.
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Table 1

Internal Audit Performance 2017/18

Performance measure Target 2017/18 Actual 2017/18

% of audit assignments 95% 96%

completed by target date

% of audit assignments completed 95% 95%

within time budget

% completion of audit plan for the 95% 93%

year”

* this measures the completion percentage as at 31 March. 100% of the plan is
ultimately delivered through the finalisation of the outstanding elements in the new
financial year.

4.2 Actual performance for the year, in relation to percentage completion of the

4.3

4.4

audit plan, is 2% below the target performance level. This was due to the
actual level of resources available being lower than had been planned for, due
to vacancies and two Council engagements being deferred into early 2018/19
due to other operational commitments within the services. All IJB specific
audit engagements were completed by 30 April 2018.

The Chief Auditor is required to develop and maintain a quality assurance and
improvement programme that covers all aspects of internal audit including
conformance with the PSIAS. There is an opportunity to improve and
formalise the internal audit reporting arrangements to Board and this has been
addressed early in 2018/19.

External Audit
External Audit’s review of the internal audit service concluded that overall the

service operates in accordance with the PSIAS, although some
recommendations for improvement were made which have been addressed.

5. Planned Work for 2018/19

5.1

Following a risk based assessment of the activities of the IUB and consultation
with the Chief Officer and Chief Financial Officer the Internal Audit Plan for
2018/2019 provides for 35 days of Internal Audit resource to undertake:
e A governance review focused on financial governance arrangements;
and
e The annual review of the adequacy and effectiveness of the Local
Code of Corporate Governance.
The plan also provides time for planning and reporting, follow up on previous
recommendations, ad-hoc advice and consultancy. The Internal Audit Plan for
2017/2018 was approved by the IJB on 26 January 2018.

-3

Page 31 of 78



6. Audit Assurance Statement

6.1

6.2

6.3

6.4

The audit work performed in relation to the 2017/18 internal audit plan has
been reported to the Chief Officer. Relevant audit work undertaken by partner
organisations has been reported to the Audit Committee. Where areas for
improvement in internal control have been identified appropriate
recommendations have been made, and accepted for action by management.

A number of significant matters have been identified in relation to the internal
control, risk management and governance arrangements within the partner
organisations and these have been recommended by the respective Chief
Internal Auditors for inclusion in the partner governance statements. There
are no significant matters arising in relation to those audit engagements
specific to the 1JB.

It is not feasible for the system of internal control to be without any weakness.
It is important to balance the risks involved in accepting systems limitations
with the consequences if a problem emerges. Internal Audit recognises this
and assesses this in its reporting mechanism.

In this context, it is considered that a reasonable level of assurance can be

placed upon the adequacy and effectiveness of the IJB’s internal control, risk
management and governance arrangements, as evidenced by:-

e The results of the audit work in 2017/18 and the opinion’s contained in
the Internal Audit Annual Reports of the Health Board and the Local
Authority.

e Management self assessment of internal control, risk management and
governance arrangements.

e Management action to respond to audit recommendations.

Signed
Chief Internal Auditor

Date 29 June 2018

-4 -
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Appendix 1

Summary of Internal Audit Assurances for the IJB and partner organisations
Renfrewshire Council and NHS Greater Glasgow and Clyde

Integration Joint Board

Audit Engagement

Assurance Level

Significant Matters

Compliance with the Substantial e None
Integration Scheme
Local Code of Corporate Reasonable e None

Governance

Renfrewshire Council

Audit Engagement

Assurance Level

Significant Matters

Corporate — Health & Safety

No Assurance

In the context of the objectives of
the audit review, the control
environment has been assessed
as unsatisfactory. The Auditor is
concerned that the current
governance arrangements may
not be fit for purpose. Operational
arrangements are not currently
adequate and there is a lack of
appropriate processes and
scrutiny. Management need to
review the governance and
operational practice as a matter of
priority.

Adults with Incapacity

Limited

The audit identified that although
there is a process in place for the
use of Adults with Incapacity
(Scotland) Act 2000, the guidance
available to officers is outdated.
Furthermore, on some occasions
the relevant paperwork in relation
to referring and applying for Adults
with Incapacity intervention was
unable to be located and those
that were found were not always
signed.

Adult Services Charging &
Payments

Limited

The audit has provided limited
assurance over the arrangements
in place for administering financial
assessments for non-residential
care and raising invoices by the
Charging and Payments team. It is
acknowledged that Charging and
Payments management have
implemented new procedures and
are continuing to work to improve
controls in this area.

Corporate Records

Limited

Although there is a Records

-5-
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Management

Management Plan in place that
has been approved by the Keeper
of Records Scotland, there is
evidence to support that services
are not fully complying with laid
down practices. Furthermore, the
estimated completion dates
contained in the improvement
action plan against a number of
elements have not been achieved
and therefore require to be

revised.

Payroll - Pensions Auto Reasonable e None
Enrolment
Corporate Purchase Cards | Reasonable e None
Corporate Complaints Reasonable e None
Procedures
Contract Monitoring Substantial e None
Arrangements (Property
Services)
Civil Contingencies Service | Substantial e None

NHS Greater Glasgow and Clyde
Audit Engagement Risk Level Significant Matters
Achieving Financial Balance | High e The Board successfully achieved

financial balance in the year,
however, this relied heavily on the
use of non-recurring support. The
percentage of total savings
achieved which were on a non-
recurring basis was circa 70% in
2017/18, an increase from 40% in
2015/16. While non-recurring
savings will always form part of a
Board’s savings, the lack of
enduring savings increases future
financial challenges and risks its
financial sustainability. It is critical
that the Board puts in place a
transformation plan that will
delivers recurring savings and
provides financially sustainability
for the future.

Waiting times management

High e In order to address the
deteriorating performance against
the Treatment Time Guarantee,
management  implemented a
programme of demand and
capacity gap assessment and
improvement. The demand and
capacity gap assessment exercise
is of significant strategic and
clinical importance to NHSGGC
and its delivery is both complex

-6 -
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and multi-faceted. However, we
found that the exercise, despite its
complexity and scale, has been
initiated and partly executed
without any formal project
management discipline.

Mental Health: Crisis High Internal Audit performed sample

Management testing over the execution of the
three risk assessment tools
operating across NHSGGC and
found that in a significant number
of instances, across all three tools,
risk assessments were not
completed in accordance with the
governing policies in place.

Delayed discharge Medium None

Premium rate agency use Medium None

Cyber security maturity: N/A None

Phase 2

Key financial controls: Low None

Accounts payable

Key financial controls: Fixed | Low None

assets

Key financial controls: Low None

Payroll

Clinical and Care Low None

Governance

Information Governance — Low None

Information Asset Register

Public health screening Low None

programmes

Gifts and hospitality Medium None

compliance

Programme management — | Low None

Moving Forward Together

Health and safety Medium None

compliance

Corporate risk management | Low None

Financial Planning 2018/19 | Medium None

Property Transactions N/A None

Monitoring

-7 -
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Renfrewshire Greater Glasgow
Council and Clyde
To: Renfrewshire Health and Social Care Integration Joint Board Audit
Committee
On: 29 June 2018

Report by: Chief Internal Auditor

Heading: Internal Audit Reporting Arrangements

1. Summary

1.1 The Chief Internal Auditor is required to develop and maintain a quality
assurance and improvement programme that covers all aspects of internal audit
including conformance with the Public Sector Internal Audit Standards (PSIAS).
It has been identified that there is an opportunity to improve and formalise the
internal audit reporting arrangements to Joint Committee.

1.2  This report outlines the details and outcome of the Chief Internal Auditor’s
considerations in relation to the Joint Committee reporting arrangements for
completed audit engagements and follow up work.

1.3  Thereport also highlights changes to the reporting of internal audit performance
to the 1JB.

2. Recommendations

2.1 Members are requested note the reporting arrangements put in place to
communicate the results of Internal Audit work to the 1JB Audit Committee.

2.2 Members are requested to note that updates on progress with the IJB audit plan
will be provided to each meeting of the Audit Committee and that overall
performance of the Internal Audit function will be reported and monitored
quarterly by Renfrewshire Council’s Audit, Risk and Scrutiny Board.
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3. Background
3.1 Communicating the results of audit engagements

3.1.1 The PSIAS encompass the mandatory elements of the Institute of Internal
Auditors (I1A) International Professional Practices Framework (IPPF) and has
been issued by CIPFA, who set the internal auditing standards for UK Local
Authorities. The Chief Auditor has a professional duty under the PSIAS to report
the results of engagements to senior management and the Board, although the
PSIAS does not prescribe any specific format that should be adopted for
reporting.

3.1.2 Members of the Audit Committee need to be provided with enough information
to allow them to understand any significant risk exposures to the 1JB’s internal
control environment identified through the work of Internal Audit.

3.1.3 The CIPFA “Audit Committees, Practical Guidance for Local Authorities”
publication, defines that role as “reviewing the work carried out will include
formal consideration of summaries of work done, key findings, issues of
concern and action in hand as a result of audit work.”

3.1.4 Currently, the Chief Internal Auditor reports summaries of all finalised audit
engagements specific to the IJB along with those relating to adult services and
completed engagements for Renfrewshire Council which are of interest or
support the objectives of the [JB. NHS GGC provide the Chief Internal Auditor
with summaries of audit engagements completed for the NHS Board. A report
is provided to each IJB Audit Committee detailing summaries of all relevant
internal audit work completed for the IJB and the partner organisations.

3.1.5 The Chief Internal Auditor is satisfied that the current reporting arrangements
meet with the requirements of the PSIAS and Audit Committee best practice
guidance.

3.1.6 The Chief Internal Auditor would still need to preserve the confidentiality of the
information in cases where it may breach legislation or where the risk of the
weakness being exploited be of such significance that she would seek to have
the report heard in private, to protect the 1JB’s interests.

3.2 Monitoring the progress of management actions

3.2.1 The PSIAS places the responsibility for monitoring progress with the Chief
Internal Auditor to ensure that management actions have been effectively
implemented, or, if not, that senior management have accepted the risk of not
taking action.

3.2.2 The Chief Auditor must implement a follow-up process for ensuring the effective
implementation of audit results or ensuring senior management are aware of
the consequences of not implementing an action point and are prepared to
accept the risk of such consequences occurring. The results of this process
should be communicated to the Audit Committee.
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3.2.3 There is also a requirement for the Chief Internal Auditor to develop escalation
procedures for cases where agreed actions have not been effectively
implemented by the date agreed. These procedures should ensure that the
risks of not taking action have been understood and accepted at a sufficiently
senior management level. The effective involvement of the Audit Committee in
the follow-up process is critical to ensuring that it works.

3.2.4 Internal Audit undertakes an annual follow up exercise. The focus of each
annual follow up exercise can vary depending on the audit resources available.
All critical recommendations followed up must be supported by evidence to
demonstrate that they have been implemented.

3.2.5 The outcome of the annual follow up exercise is communicated to the Chief
Officer with details of all partially implemented, redundant and outstanding
recommendations. The Chief Internal Auditor currently reports, the number of
recommendations followed up, and the current status of those
recommendations in the Internal Audit Annual Report.

3.2.6 ltis the Chief Internal Auditor’s opinion that there is an opportunity to enhance
the escalation procedures for cases where agreed actions have not been
effectively implemented by the date agreed. The Chief Internal Auditor will
report details of outstanding critical recommendations to the Audit Committee
on conclusion of the annual follow up exercise.

3.2.7 It is our intention to develop the audit management system to facilitate ‘self-
service’ in relation to wupdates on the progress of implementing
recommendations. This development would facilitate more regular reporting of
outstanding actions in the future.

3.3 Communicating the acceptance of risks

3.3.1 The PSIAS places certain professional obligations on the Chief Internal Auditor
to report to the Board, when in the Chief Auditor’s opinion, management have
accepted an unacceptable level of risk. The PSIAS states, “when the chief audit
executive concludes that management has accepted a level of risk that may be
unacceptable to the organisation, the chief audit executive must discuss the
matter with senior management. If the chief audit executive determines that the
matter has not been resolved, the chief audit executive must communicate the
matter to the board.”

3.3.2 Instances where the Chief Internal Auditor and senior management are unable
to reach an agreement on actions to mitigate a significant risk to an acceptable
level are rare. However, should such an instance arise the Chief Internal Auditor
will bring a report outlining the risk exposure to the Audit Committee.

3.4 Performance Reporting

3.4.1 Currently, Internal Audit produces regular reports on its performance during the
year to the IJB Audit Committee and to Renfrewshire Council’s Audit, Risk and
Scrutiny Board, against a range of measures set annually by Renfrewshire
Council’s Director of Finance and Resources. These targets are set for all
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internal audit engagements and include Renfrewshire Council and other
associated bodies, for which the team provides internal audit services.

3.4.2 The IJB Audit Committee Terms of Reference and Procedural Standing Orders
state that part of the remit for the Audit Committee is “overseeing the
independence, objectivity, performance and professionalism of internal audit as
far as it relates to those services delegated to the Integration Joint Board”.

3.4.3 As the Internal Audit function is provided under a service level agreement with
the 1JB, there are no performance targets which are specific to those services
delegated to the IJB. To ensure continued compliance with the PSIAS, the Chief
Internal Auditor will report to each Audit Committee progress against those
planned engagements in the |JB audit plan. Overall, performance of the internal
audit function in relation to the targets set by the Director of Finance and
Resources will continue to be reported quarterly to Renfrewshire Council’s
Audit, Risk and Scrutiny Board and will be reported to the IJB in the internal
audit annual report.

4, Conclusion

41 The Chief Internal Auditor is satisfied that these enhanced reporting
arrangements fully supports the Audit Committee in their role, complies with the
PSIAS and meets the best practice standard as set out in the CIPFA “Audit
Committees, Practical Guidance for Local Authorities” publication.

For further information please contact Andrea McMahon on 0141-618-7017

Or via e-mail at andrea.mcmahon@renfrewshire.gov.uk
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Renfrewshire Greater Glasgow
Council and Clyde
To: Integration Joint Board Audit Committee
On: 29 June 2018
Report by: Chief Officer
Heading: |JB & HSCP Risk Registers
1. Summary
1.1. The purpose of this report is to provide an update to the IJB Audit Committee

on the status of the Risk Register(s) currently being maintained by
Renfrewshire Health & Social Care Partnership (HSCP).

1.2. The changes and updates in this report were reviewed by the Senior
Management Team on 8 June 2018. In terms of accountability, it was
agreed that two separate risk registers should be maintained — one
specifically for the strategic responsibilities of the IJB and another for the
operational responsibilities of the HSCP.

2. Recommendation
The IJB Audit Committee is asked to:

¢ Review the content of this report;
e Approve the IJB risk register; and
¢ Note the Health & Social Care risk register.

3. Background

3.1. It was agreed at the IUJB meeting on 23 June 2017, that risk management
arrangements would be reviewed by the IJB Audit Committee.

4, Current Position

4.1 The Health & Social Care Partnership previously combined risks for the IJB,
Social Work and Health into one risk register. The status of this Risk
Register is regularly reported to the HSCP Senior Management Team.

4.2 Future scrutiny of the Integration Joint Board risk register will be undertaken
by the Audit Committee, and information relating to key partnership risks will
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be provided to the Audit Committee for awareness. Outcomes of this
scrutiny will be available via the minutes for this Committee.

5.2

5.3

5.4

5.5

5.6

IUB Risk Register

The IJB Risk Register is maintained, updated and reported in line with the
Risk Management Policy developed for integration bodies.

Going forward, as previously stated in 1.2, it was proposed that the current
Risk Register is divided into 2. This would be an IJB Risk Register and a
combined Health and Social Care Partnership Risk Register.

The IJB Risk Register would note risks specifically relating to the Board in
respect of financial sustainability and accountability for delivery of the
Strategic Plan.

The previously approved Risk Management Policy and Strategy has been
updated to reflect this change and is attached as Appendix 1.

There are 4 ‘live’ risks on the |JB Risk Register with 2 items having a risk
level of ‘High’ and 2 with a risk level of ‘Moderate’.

The most recent version of the IUJB Risk Register is attached as Appendix
2.

6.1

6.2

6.3

HSCP Risk Register

The Renfrewshire HSCP Risk Register is currently maintained, updated and
reported in line with the expectations of both NHSGGC and Renfrewshire
Council.

There are 13 ‘live’ risks on the HSCP Risk Register, with 9 items having a
current risk level of ‘high’ and 4 items with a risk level of ‘moderate’.

The most recent version of the HSCP Risk Register is attached as Appendix
3.

Implications of the Report

1.

Financial - There are no financial implications arising from the submission
of this paper. It is anticipated that costs associated with the management of
individual risks will be met through service budgets. Where additional
funding is required in the management of specific risks this should be
considered by the Chief Financial Officer on a case by case basis.

HR & Organisational Development - There are no HR & OD implications
arising from the submission of this paper
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10.
11.

Community Planning - There are no Community Planning implications
arising from the submission of this paper

Legal - There approval of the Risk Management Policy and Strategy and
initial list of risks is in line with the requirements of the Integration Scheme.

Property/Assets - There are no property/ asset implications arising from
the submission of this paper.

Information Technology - There are no ICT implications arising from the
submission of this paper.

Equality and Human Rights -The recommendations contained within this
report have been assessed in relation to their impact on equalities and
human rights. No negative impacts on equality groups or potential for
infringement have been identified arising from the recommendations
contained in the report

Procurement Implications - There are no procurement implications arising
from the submission of this paper.

Privacy Impact - There are no privacy implications arising from the
submission of this paper.

Risk — none.

Risk Implications — As per the subject content of this paper

List of Background Papers — None.

Author:

Jean Still, Head of Administration
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@ NHS

RENfI’EW“Shire Greater Glasgow
Council and Clyde

To: Renfrewshire Integration Joint Board Audit Committee

On: 29 June 2018

Report by: Head of Administration

Heading:  General Data Protection Regulations (GDPR) and new Data
Protection Act

1. Purpose and Background

1.1. To provide the IJB Audit Committee with an overview of the changes and
implications arising from new Data Protection laws and the
implementation of the Public Records (Scotland) Act 2011.

1.2. Members will be aware, from 25 May 2018, the existing Data Protection
Act 1998 was replaced by new legislation in the form of the General Data
Protection Regulation (GDPR) and a new Data Protection Act.

2, Recommendation
It is recommended that the 1JB Audit Committee:
° Note the actions outlined in the report
o Read and note the requirement to comply with the guidance

o Approve the proposed arrangements for the IJB to ensure
compliance.

Implications of the Report

1. Financial — Failure to comply with GDPR and the new Data Protection
Act requirements could lead to significant financial penalties.
2. HR & Organisational Development — GDPR and Data Protection Act

upholds and strengthens the information rights of individuals and

ensures that their personal data is processed appropriately and lawfully.

Community Planning — None.

4, Legal — The Integration Scheme between Renfrewshire Council and
NHS Greater Glasgow and Clyde sets out certain information-sharing
and data requirements. The ISP ensures there is appropriate and lawful
information sharing between the relevant parties, thereby ensuring
compliance with GDPR and the new Data Protection Act.

5. Property/Assets — None.

g
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11.

Information Technology - Managing information and making
information available may require ICT input.

Equality & Human Rights — None.

Health & Safety — None.

Procurement — None.

Risk — Failure to adhere to GDPR and the new Data Protection Act could
have a serious impact on the I1JB’s ability to meet its statutory obligations
under data protection legislation leading to major financial and legal
penalties, as well as significant reputational damage for the organisation.
Privacy Impact — None.

List of Background Papers —
Guide to the General Data Protection Regulation — UK Information Commissioner
https://ico.org.uk/for-organisations/quide-to-the-general-data-protection-regulation-gdpr

Draft Data Protection Bill — UK Information Commissioner
https://ico.org.uk/for-organisations/data-protection-act-2018/

Author:

Jean Still, Head of Administration
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GENERAL DATA PROTECTION REGULATIONS (GDPR)
REQUIREMENTS FOR INTEGRATION JOINT BOARD

1.

1.1

1.2

1.3

1.4

1.5

1.6

2.1

2.2

2.3

Background

Data Protection laws changed on 25 May 2018. EU General Data Protection
Regulations (GDPR) came into force on that date.

The legislation introduced new rules on how personal data is collected and
processed to ensure individuals have greater control and privacy rights for their
information we hold. It shortens timescales for certain processes and
significantly increases penalties for failure to comply.

There is a need for greater transparency. Formal notifications of the nature of,
reason for and parties involved in data processing and data sharing are
mandatory. These are referred to as Privacy notices.

As the IJB is a statutory authority, it is subject to the new regulations. However,
the IJB in practice handles very little personal data and the impacts on the IJB
specifically, as opposed to the partner organisations, is anticipated to be quite
limited.

There are a wide range of activities across Renfrewshire Council and NHS
Greater Glasgow & Clyde aimed at putting suitable arrangements in place for
these changes.

A more limited range of activities will require to be progressed for IJB itself to
ensure compliance with the new legislation. All members should have
awareness of these changes.

Key Actions for IJB

Public Records Plan — as part of existing legislation — The Public Records
(Scotland) Act 2011 — we are required to establish an IJB Records
Management Plan and submit this when requested by the Keeper.

Currently all the IJB information is held on the Council’s Electronic Document
Records Management System (EDRMS) so these records require a
management plan to be established outlining details of the file location, what
information is held and the retention periods for the storage of this data.

Fair processing notice — a Privacy Statement must be created for the 1JB
which will outline what personal data the IJB processes and why, the legal basis
for processing, how this information is stored and retained and with whom it is
shared.

Data Protection Officer — Given that any personal data processed by the 1JB
is likely to be held on Council or NHS Information systems, then it is proposed
that we utilise Renfrewshire Council and NHS Greater Glasgow & Clyde’s
DPOs for the handling of Data Breaches.
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Renfrewshire Greater Glasgow
Council and Clyde

To: Renfrewshire Health and Social Care Integration Joint Board Audit
Committee

On: 29 June 2018

Report by: Chief Internal Auditor

Heading: Training for Audit Committee Members

1. Summary

1.1 In line with national guidance produced by the Chartered Institute of Public
Finance and Accountancy (CIPFA) on the implementation of Audit Committee
Principles in Scottish Local Authorities, it is good practice to provide training on
audit and risk related matters to members of the Audit Committee.

1.2 A proposed programme of training briefings was approved at the Audit Committee
on 26 January 2018. To facilitate an early introduction to the work of Audit
Scotland, it is proposed to amend the dates for the programme of training briefings.
Appendix 1 provides details of the revised dates.

1.3 Appendix 2 provides an outline of the briefing to be delivered by the External
Auditors providing and overview of the work of Audit Scotland.

2, Recommendations

2.1 That the IJB Audit Committee approve the amended programme of training briefings.

2.2  That the IJB Audit Committee not the content of the overview of Audit Scotland briefing

Implications of the Report

1. Financial - none.

2. HR & Organisational Development - none.

3.  Community Planning - none.

4. Legal - none.

Page 63 of 78



5. Property/Assets - none.

6. Information Technology - none.

7. Equality & Human Rights - none

8. Health & Safety - none.

9. Procurement - none.

10. Risk - Training for members on audit and risk related matters is good practice.

11. Privacy Impact - none.

List of Background Papers — none.

Author: Andrea McMahon, Chief Internal Auditor
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Date Topic

29 June 2018 Overview of Audit Scotland
14 Sept 2018 Risk Management

25 Jan 2019 The Role of Internal Audit
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ltem 9
@2 NHS
Renfrewshire Greater Glasgow
Council and Clyde

To: Renfrewshire Integration Joint Board Audit Committee

On: 29 June 2018

Report by: Clerk

Heading: Proposed Dates of Meetings of the Audit Committee 2018/19

1. Summary

1.1 At the meeting of the Joint Board held on 15 September 2017 the IJB
approved its timetable for future meetings of the IJB and the Audit Committee
to June 2018. It is proposed that the Audit Committee consider its timetable of
meeting dates in 2018/19.

1.2 Arrangements for meetings of the Audit Committee are governed by the
provisions of Standing Order 5.1 of the Audit Committee’s Terms of Reference
and Procedural Standing Orders which state that:-

“5.1  The Audit Committee shall meet at least three times per year.”

1.3  The suggested dates and times are set out below, with meetings being held on
Fridays at 9.00 am prior to meetings of the IJB:

14 September 2018
25 January 2019
28 June 2019.

1.4 It is proposed that meetings of the Audit Committee are held in the Abercorn
Conference Centre, Renfrew Road, Paisley, unless that venue is unavailable
or unsuitable, in which case it be delegated to the Clerk and Chief Officer, in
consultation with the Chair and Vice Chair, to determine an alternative venue.

1.5 A further report will be presented to the Audit Committee in due course to
agree meetings post June 2019.

2. Recommendations

21 That the Audit Committee approve the dates and times of meetings for
2018/19 as detailed in section 1.3 of the report; and

2.2  That meetings of the Audit Committee be held in the Abercorn Conference
Centre, Renfrew Road, Paisley, unless that venue is unavailable or unsuitable,
in which case it be delegated to the Clerk and Chief Officer, in consultation
with the Chair, to determine an alternative venue.
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Implications of the Report

Financial - none.

HR & Organisational Development - none.
Community Planning - none.

Legal - none.

Property/Assets - none.

Information Technology - none.

oahkhwh=

N

Equality & Human Rights - The recommendations contained within this report have
been assessed in relation to their impact on equalities and human rights. No negative
impacts on equality groups or potential for infringement have been identified arising from
the recommendations contained in the report. If required following implementation, the
actual impact of the recommendations and the mitigating actions will be reviewed and
monitored, and the results of the assessment will be published on the NHS GC&C
website.

8. Health & Safety - none.
9. Procurement - none.
10. Risk - none.

11. Privacy Impact - none.

List of Background Papers — none.

Author: Elaine Currie, Senior Committee Services Officer
elaine.currie@renfrewshire.qgov.uk
0141 618 7111
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