AGENDA ITEM NO. 8

Renfrewshire
Council
To: Finance and Resources Policy Board
On: 13 May 2015

Report by:  Director of Finance and Resources

Heading: Corporate Risk Register, April 2015

1. Summary

11 In keeping with ‘Risk Matters’, the council’s combined risk
management policy and strategy, the corporate risk register is
refreshed on an annual basis; led by the Corporate Risk Management
Group on behalf of and in consultation with the Corporate
Management Team.

1.2 This paper presents the corporate risk register from April 2015
(Appendix 1) to the Board for approval.

1.3 Due to the corporate nature of the remit of Finance and Resources,
there is a significant degree of overlap between the corporate risk
register and that service’s risk profile. In order to avoid duplication of
reporting and monitoring arrangements, Finance and Resources’
strategic risks are reflected within the corporate risk register rather
than the service maintaining its own risk management plan. Finance
and Resources’ operational risks are channelled through the service’s
improvement plan.

2. Recommendations

2.1 It is recommended that the Board approves the corporate risk register,
April 2015.

3. Background

3.1 The business and social environment that the council operates within

and provides services to continues to be a challenging and dynamic
one and the proposed corporate risk register going forward from April
2015 must continually evolve in order to keep pace with, and
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accurately reflect the ongoing financial challenges in Scotland
generally and specifically, the council’s key priorities and key
challenges.

The council actively promotes good and sensible risk management
practice. In doing so the council aims to deliver high quality services
for all service users, achieve high standards of performance, make the
most of opportunity, and provide a safe environment for those it
employs, contracts or partners with in providing a wide range of
services. The Council has a public protection role relating to child and
adult protection and offending behaviour and works with partners to
ensure risk to and by individuals is effectively managed.

Good risk management is about seeking to prevent harm or loss,
seeking to ensure the right things happen and that ‘risk-aware’ not
‘risk-averse’ decisions are made in all aspects of council services.

The process to identify key risks seeks to focus on the significant
challenges and uncertainties that may impact on the council’s ability to
deliver its key priorities and the risks are aligned to the themes of the
council’s business plan.

The resulting corporate risk register is used to record, monitor and
review the management of the key risks.

A number of methods have been employed and information sources
reviewed to facilitate a broad and thorough approach to identifying the
council’s corporate risks and these methods are outlined in paragraph
2.6 of Appendix 1.

In presenting the corporate risk register to the Board, the Corporate
Management Team would wish to draw the Board’s attention to a
number of specific matters:

The corporate risk register continues to bring to sharp focus the
significant risks facing the council and this should be balanced with
recognition of the benefits that also continue to be delivered.

The risks have been evaluated using the council’s risk matrix (final
appendix) and involves multiplying the likelihood of occurrence of a
risk by its potential impact. This produces an evaluation of risk as
either ‘low’, ‘moderate’, ‘high’ or ‘very high.” High/ very high risks are
viewed as significant. The profile of corporate risk going forward from
April 2015 is shown in the table below:

Evaluation: Low Moderate High Very High Total
No. of Risks: 0 05 14 1 20

It should be noted that the total number of risks has decreased from
23 to 20 and the reasons for this are explained in paragraphs 2.7.1 —
2.7.4 of the attached appendix.

In appraising the proposed corporate risk register, the Corporate
Management Team and the Corporate Risk Management Group have



identified those risks that they perceive to be the ‘top six’ for the
council. An outline of the current position in relation to each of these
risks is provided on pages 9 and 10 of the appendix.

TOP 6 Risk Areas Likelihood Impact Score Evaluation \
1) Financial Sustainability 04 05 20 Very High
2) Tackling Poverty and 04 04 16 :
> High
Inequality
3) City Deal: failure to deliver 03 05 15 High
4) Unemployment and 03 05 15 Hiah
economy 9
5)Health & Social Care 03 05 15 .
g High
Integration
6) Community Safety & Public 03 05 15 .
. High
Protection
3.8 In preparing this paper for the Board, the Corporate Management

Team and the Corporate Risk Management Group consider that the
proposed corporate risk register suitably reflects the council’s risk
management focus for the forthcoming year.

3.9 In relation to individual risks recorded, the Corporate Management
Team and the Corporate Risk Management Group believe that
appropriate control measures are in place to prevent and/ or mitigate
adverse effects and that further planned action is appropriate to the
level of risk. Where no new actions are defined for any particular risk,
this is indicative of a level of confidence in the current control
measures in place and a consequent decision to tolerate the risk at
this time.

3.10 Robust monitoring arrangements are in place to track the progress of
planned actions. It should be noted that actions prefixed by “CRR”
exist only for the benefit of reducing or containing the corporate risks,
whereas actions with any other prefix reflect improvement activities
that lie within the services’ improvement plans that have been linked
through to the corporate risk register for completeness where they
have a knock on benefit to the related risk.

Implications of the Report

1. Financial
Recurring costs associated with the measures in place for each risk
are considered proportionate to the level of risk, and new planned
actions are also considered to be cost effective.

The financial requirements to support the corporate risk register
should be met within the budget of each relevant risk owner,
nevertheless, any unplanned and unbudgeted cost pressures that
arise in relation to any of the risks identified will be subject to review in
consultation with the Chief Executive and the Director of Finance and
Resources.
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HR & Organisational Development
Any risks relating to HR and Organisational Development issues are
reflected within Appendix 1.

Community Planning

Children and Young People
Community Care, Health & Well-being
Empowering our Communities
Greener

Jobs and the Economy

Safer and Stronger

Any risks relating to the Community Planning themes are reflected
within Appendix 1.

Legal
Any risks that may have legal implications are reflected within
Appendix 1.

Property/Assets
Any property-related risks are reflected within Appendix 1.

Information Technology
Any risks relating to ICT are reflected within Appendix 1.

Equality & Human Rights

(@) The Recommendations contained within this report have been
assessed in relation to their impact on equalities and human
rights. No negative impacts on equality groups or potential for
infringement of individuals’ human rights have been identified
arising from the recommendations contained in the report. If
required following implementation, the actual impact of the
recommendations and the mitigating actions will be reviewed
and monitored, and the results of the assessment will be
published on the Council’s website.

Health & Safety
Any risks relating to health, safety and wellbeing are reflected within
Appendix 1.

Procurement
Any risks relating to procurement are reflected within Appendix 1.

Risk
For member assurance, all services have been consulted to ensure
that the relevant risks have been identified.

The risk scores are believed to be as realistic as possible taking
account of the type of risks recorded and the effectiveness of the
measures in place to manage them.

The risk profile shows there are significant risks being managed by the
council however for assurance, the corporate management team
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believe that this risk can be managed and contained (in relation to the
council’s risk capacity and tolerance).

Although the risks require close monitoring and scrutiny throughout
the year, many are longer term risks that are likely to be a feature of
the corporate risk register over a number of years.

Privacy Impact
Any risks relating to privacy matters are reflected within Appendix 1

List of Background Papers
(a)Background Paper 1: Corporate Risk Register 2014/15

The foregoing background papers will be retained within Finance and
Resources for inspection by the public for the prescribed period of four
years from the date of the meeting. The contact officer within the
service is Risk Manager, Risk Manager, 0141 618 7019,
Karen.Locke@renfrewshire.gov.uk
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When the 2014/15 corporate risk register was approved by Board on 14 May 2014, 25 corporate
risks were recorded and the evaluation of the risks at that time outlined the council’s corporate risk
profile as:

Total
25

Evaluation: Low Moderate
No. of Risks: 0 8

High Very High
16 1

In relation to the council’s capacity and tolerance for risk this indicated that the council had 24
corporate risks (moderate and high) that could be tolerated, albeit the 16 high risks were recognised
as being significant.

Notably however, the council had one very high risk, which ordinarily would not be an acceptable
position. Nevertheless, it was acknowledged that this risk, relating to the financial sustainability of
the council, had been carefully managed at that level since the beginning of the period of austerity
and it continued to reflect the external pressures that the council had to respond to, by way of
managing available resources with changing demographics and increasing demand for services.

The Board received a progress report on all corporate risks on 12 November 2014. At that time
there were no material changes to the risks.

During the third quarter review, two changes were agreed by the Corporate Risk Management
Group:

= Land Management: the risk relating to the council’s duty to inspect the council area to identify
any contaminated land and establish responsibilities for any remediation of land had been
successfully managed and monitored and could be de-escalated back to the Community
Resources service risk management plan for onward review and monitoring.

= Public Sector Network Compliance: following a significant period of development work to
address the challenges of achieving PSN compliance and achieving a second year of
accreditation it was considered it appropriate to remove this risk from the corporate risk
register and arrangements for compliance were now ‘business as usual.’

At the year-end, the corporate risks actively being managed by the council were therefore evaluated
as:

Total
23

Evaluation: Low Moderate
No. of Risks: 0 7

High Very High
15 1

A number of required actions were identified and carried out as planned throughout the year. These
actions were believed to be proportionate and cost effective in relation to the level of each risk. At
the mid year report in November 2014, progress against planned actions was largely in line with
expectation. At the year-end, 80% of actions linked to the corporate risks and due to be undertaken
in-year were completed. Any overdue or longer term actions are pulled through to the revised
corporate risk register to monitor and ensure completeness.

The Corporate Risk Management Group, in consultation with the Corporate Management Team, has
agreed that the majority of the risks from the 2014/15 corporate risk register remain core issues for
the council to address. The risks therefore continue to be reflected within the revised corporate risk
register in order to be effectively managed in order to support the council’s objectives.

It should be noted that the cost of controlling the corporate risks and undertaking further action have
been met within budget and the council has therefore continued to achieve cost effective risk
management over the course of the year despite ongoing cost pressures.
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The current business environment and key impact areas for the Council

In “An overview of local government in Scotland 2015,” Audit Scotland explains that “for the last five
years councils have had to cope with managing austerity, reducing resources, increasing demand
for services, and ever increasing public expectations.”

In the Assurance and Improvement Plan for Renfrewshire, Audit Scotland explains “Local councils
are operating within a context of significant change as a result of the challenging financial
environment and the public service reform agenda.”

In The (Local) State We're In 2014, PWC explains that “as councils make an honest appraisal of
what the future holds, many are redefining their purpose and role and finding new ways of working.
A strong theme that emerges in our survey is a shift in the role of the council away from delivering
services and towards facilitating outcomes in collaboration with private and public partners, and
citizens themselves.”

In her recent report to the Leadership Board, the council’'s Chief Executive set out revised chief
officer management arrangements for the council which would bring a renewed focus to the delivery
of the council’s key priorities in the context of continued financial constraints and enable the delivery
of the new corporate support arrangements, and provide the right mix of skills and capacity at a
senior management level in the council.

In response to all of the above the risk register is robustly reviewed and revised as necessary to
ensure that it suitably reflects the current business environment, capturing the key challenges for the
council whether aligned to the corporate priorities or inherent in the current day to day business
environment of the council, or indeed other matters of importance that may be imminent or as yet on
the horizon.

As in previous years, a number of methods have been employed and information sources reviewed
(some of which have already been referred to in the preceding paragraphs), to stimulate a thorough
approach to identifying the corporate risks. These are outlined in Table 2.6.1 below.

Table 2.6.1: Methodology for identifying corporate risks

“ Consultation (1) The Corporate Risk Managemen.t Qroup met to consider generic
themes that apply across the majority of the council’s services and
that may impact on the council’s key objectives

(2) The Risk Manager engaged with the Corporate Management Team
to consider potential challenges in the delivery of the Council Plan

(3) Appraisal of service priorities to identify key challenges for delivery
that may result in significant impact to central resources

(4) Liaison with council insurance brokers/ advisors, insurers and risk
management advisors

“ Benchmarking (5) Discussion with risk managers in other local authorities through
Alarm Scotland, the national public risk management association/
Scottish Group

(6) Other public sector risk registers available in the public domain

v Review of key (7) Audit Scotland: Renfrewshire Council Assurance and Improvement
reports specific to Plan 2014-17
the council (8) Better Council Programme - Management Structures: Report to

Leadership Board, Feb 2015

(9) A Better Future, A Better Council — year 1 monitoring report: Report
to Leadership Board, Feb 2015

(10) Local Government Finance Settlement 2015/16: Report to Council,
Dec 2014

(11) Revenue Budget and Council Tax 2015/16: Report to Council, Feb
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(1) The Corporate Risk Management Group met to consider generic
themes that apply across the majority of the council’s services and
that may impact on the council’s key objectives

(2) The Risk Manager engaged with the Corporate Management Team
to consider potential challenges in the delivery of the Council Plan

(3) Appraisal of service priorities to identify key challenges for delivery
that may result in significant impact to central resources

(4) Liaison with council insurance brokers/ advisors, insurers and risk
management advisors

(5) Discussion with risk managers in other local authorities through
Alarm Scotland, the national public risk management association/
Scottish Group

(6) Other public sector risk registers available in the public domain

2015
(12) Glasgow and Clyde Valley City Deal: Report to Council, Aug 2014
(13) Tackling poverty report to Council, March 2015
(14) Audit Scotland: Renfrewshire Council, Annual report on the 2013/14
Audit

(15) PWC: The (local) state we're in 2014 (annual survey on local
government’s financial challenges)
(16) Audit Scotland: An overview of local government in Scotland 2015

¥ Consultation

¥ Benchmarking

~“ Review of key
external reports

“ Consideration of No material legislative changes at this time (that the council is not already
OISR EEe  addressing)

2.7 While the majority of the risks that feature in the revised corporate risk register have been rolled
forward from 2014/15, the focus and scoring of some has been revised to ensure they accurately
take account of any changes in context. Paragraphs 2.7.1 to 2.7.4 highlight various changes that
have taken place.

2.7.1 New risks coming onto the corporate risk register

The City Deal Programme: The Glasgow and Clyde Valley City Deal will deliver an investment of
£1.13bn across the Glasgow City Region, including £274m on three infrastructure projects in the
Renfrewshire area, together with additional investment into employment support through the
Labour Market Project. The specific Renfrewshire infrastructure and labour market projects are:

1) Airport Access (to be jointly delivered with Glasgow City Council)
2) Clyde Waterfront and Renfrew Riverside

3) Glasgow Airport Investment Area

4) Labour Market Projects

The design, construction, operation and maintenance of the major projects being funded through
City Deal must be effectively managed to ensure they are delivered on time and on budget and in
compliance with the requirements of the City Deal Assurance Framework. All funding conditions
and business case assumptions must be accurate to allow the funding to be received. Failure to
manage the contracts and meet the requirements of the Assurance Framework could result in
project delays, additional costs, loss of grant funding and significant reputational harm.

2.7.2 Risks with increasing scores/ evaluation:

= Serious Organised Crime, Insider Threat and Corporate Fraud — there is new impetus to the
management of this risk with the recent establishment of a new Integrity Group to appraise
the council’s arrangements in place to manage this risk and take forward any improvement
actions required. The score has been increased from moderate (9) to high (12) however it
should be noted that this is not in relation to increased risk in Renfrewshire but rather




additional and better quality information within the council supporting a different score to that
previously assessed.

2.7.3 Risks moving off the corporate risk register (or merging with others)

Welfare Reform — this risk has previously featured as one of the council’s top risks. Going
forward however it is considered that three aspects relating to Welfare Reform (in its present
form), can now be approached in a different manner:

o0 The council’'s arrangements for managing the impact of welfare reform —
arrangements are well embedded and are now managed ‘business as usual’ and this
aspect can now be removed from the corporate risk register.

o The impact of welfare reform on Renfrewshire citizens — this is an area that now
comes under the focus of the Tackling Poverty Commission and so this aspect will be
merged with the Tackling Poverty and inequalities risk.

0 The introduction of Universal Credit in terms of financial impact to the council — this
will now be reflected within the financial sustainability risk in general but may now,
more specifically, be of focus for Development and Housing Services. As Universal
Credit and other elements of welfare reform are rolled out nationally, this risk may be
escalated back onto the corporate risk register in the future.

Shared Services Agenda — this risk is now merged into the Better Council Programme risk.

Workforce planning, organisational development and supporting our people — this risk is now
merged into the Better Council Programme risk

Leadership and Capacity — the capacity element is now merged into the Better Council
Programme risk and the ‘leadership’ aspect of the risk is removed given that members and
officers do provide leadership in such as way as to enable key decisions for the people of
Renfrewshire in a timely manner.

2.7.4 Risks with updates to definition or change in focus:

Tackling poverty and inequality — the context of this risk has been updated to reflect that the
first phase (preparatory work) is approaching completion, with focus now towards the
implementation phase as reported to Council in March 2015.

Community safety and public protection — the context of this risk has been updated to
incorporate the Community Safety Review and rollout of the CCTV/ Hub project.

Delivering on SOA outcomes through the Community Planning Partnership — the context of
this risk has been updated to reflect changing Community Planning Partnership
responsibilities for Criminal Justice, and for the outcome of the Improvement Service
benchmarking work/ Community Planning indicators

Financial sustainability — no immediate change but the risk will require review for any
implications arising from the outcomes of the Smith Commission when available.

Health and Social Care Integration — change in focus as the Renfrewshire Health and Social
Care Partnership approaches establishment as a new legal entity (managed by the
Integration Joint Board), during 2015 with the operation of the council’s adult social care
services being delegated to the new body, and to be fully operational by April 2016.

Property and infrastructure management — the context of this risk has been updated to reflect
(1) the decisions made around the transfer of operations for cultural properties to the leisure
trust, (2) the councils Heritage Strategy and (3) the asset and management review with
regards to hard and soft facilities management.

Management of elections — the risk would be updated to remove prior references to the

Scottish Referendum on Independence.

2.8 The corporate risk register continues to bring to sharp focus the significant risk facing the council
and this should be balanced with recognition of the benefits that also continue to be delivered. As




with previous years, the risk register continues to be aligned with the themes of the council’s

business plan:

¥ Better
Future

v Better
Council

¥ A High
Performing
Council

Increased, sustainable investment in
our economy

Improved health, well-being and life
chances for Children and Families

Improved support to vulnerable
adults

A sustainable council

Effective change management
Putting customers first

Investment in our people

Governance and assurance

Reduction in the causes and
impact of poverty

A safer and stronger Renfrewshire

Improved information through
better technology

Smarter use of assets

Communication and engagement

Managing our performance

2.9 Many of the corporate risks continue to be inter-related and inter-dependent. Given the
interdependencies between the council’'s opportunities, risks and benefits, the oversight that the
Corporate Risk Management Group applies on an ongoing basis in terms of close monitoring and
review of the corporate risks and progress of associated action, is essential for understanding the
complexity of the current risk environment of the council, particularly during a continued period of
challenge and considerable organisational change.

2.10 On the basis of the review of the business context for the council, the Corporate Risk Management
Group, in consultation with the Corporate Management Team has therefore agreed the key risks to
be recorded within the corporate risk register going forward from April 2015.

Document Title:
Service:

Corporate Risk Register 2015

N/A Lead Author

Risk Manager on behalf of the Director of F&R

Date Effective:

13/05/2015

Review Dates:| Quarterly by CRMG to 31/03/2016




3. The Corporate risk profile and Top Risks going forward from April 2015

3.1 The detailed corporate risk register from April 2015 is provided in the attached appendix. The risk

register is set out with risks aligned to the themes of the new council’'s business plan.

3.2 By way of summarising the information contained within the detailed corporate risk register, the

remainder of this section provides:

= Table 3.2.1: the corporate risk profile in terms of low, moderate, high and very high risks

» Table 3.2.2: all corporate risk areas ranked in descending order of significance;
» Table 3.2.3: the council’'s TOP 6 corporate risks with a brief narrative overview.

= Table 3.2.4: an overview of how risks relate to the themes of the council’s business plan.

Table 3.2.1: Corporate Risk Profile

Evaluation: Low Moderate High

Very High

Total

No. of Risks: 0 05 14

1*

20

*Refer to Table 3.2.3 for details relating to the very high risk

Table 3.2.2: Corporate risk areas in order of significance

| Likelihood

Impact‘ Score \Evaluation

Likelihaod

®
G
Gl

Impact

Risk areas

1) Financial Sustainability 04 05 20 Very High
2) Tackling Poverty and Inequality 04 04 16 High

3) City Deal: failure to deliver 03 05 15 High

4) Unemployment and economy 03 05 15 High

5) Health & Social Care Integration 03 05 15 High

6) Community Safety & Public Protection 03 05 15 High

7) Property and Infrastructure Management 03 05 15 High

8) Delivgring on SOA putcomes through the Community 03 04 12 High

Planning Partnership

9) Better Council Programme 03 04 12 High

10) Equality and Human Rights 03 04 12 High

11) Information Management 03 04 12 High

12) Corporate Events Management 03 04 12 High

13) Communications 03 04 12 High

14) Serious Organised Crime, Insider Threat and Corporate Fraud 03 04 12 High

15) Management of Elections 02 05 10 High

16) Business Continuity 03 03 9 Moderate
17) Incident Response Management 03 03 9 Moderate
18) Energy, carbon and waste management 02 04 8 Moderate
19) Information Governance 02 04 8 Moderate
20) Records Management: Public Records (Scotland) Act 2011 02 04 8 Moderate




Table 3.2.3: TOP 6 Corporate Risks

Title |Risk Overview

If significant cost pressures and reducing available resources are not successfully planned for
and managed effectively over the medium to longer term, there is a serious risk of
unplanned/ reactive budget realignments that could jeopardise the financial stability of the
council with significant impact on availability and quality of front-line services and capital
resource.

The Council previously reported that significant savings of £20-£30m were required over the medium
term through to 2017/18. As reported to Council on 12 February 2015, the medium term position
remains consistent in nature with that previously reported but with areas of increasing uncertainty and
risk, principally around future grant levels and pay pressures, along with significant and growing demand
pressures on key service areas principally in relation to Social Work. There remains an anticipated
underlying requirement for budget savings over the medium term to 2017/18, however there is an
increasing risk that this is more likely to be at the top end of previous projections in the region of £30
million. Audit Scotland’s Annual Report on the 2013/14 Audit concluded that the council has a stable
short term financial position with actions being taken to address future financial pressures which the
Council believes are sustainable. Continuous close monitoring of actions to deliver savings is crucial in
ensuring the Council remains in a financially sustainable position.

Financial Sustainability

The council is committed along with its partners to break the poverty cycle in Renfrewshire. If
the partners do not effectively tackle the causes and impacts of Poverty in Renfrewshire there
will be further polarity of poverty in Renfrewshire, increasing inequality and health
inequalities, and greater demand for services.

Renfrewshire Council is leading efforts to tackle poverty through the establishment of the Renfrewshire
Tackling Poverty Commission. The Commission was tasked with developing an understanding of the
causes and impacts of poverty on Renfrewshire’s children and their families and critically, with providing
the Council and its Community Planning Partners with recommendations that will underpin a new
tackling poverty strategy for Renfrewshire. The Commission published its report on 13 March 2015,
referring it to the Council and its partners for consideration. At the Special Council meeting on 23 March
2015 Council agreed to deploy £3.23m in support of a programme of preventative and emergency
response measures. It was also agreed that the Chief Executive work with Community Planning Partners
to develop a wider partnership response to the Commission’s recommendations, with a report outlining
the partnership response expected to be presented to Council for consideration in June 2016. Universal
Credit is being introduced in a limited way across Renfrewshire in June 2016. Plans are being
progressed by the Council to provide support services to assist customers’ access to the new benefit.

Tackling Poverty and Inequality

Failure to manage the City Deal contracts and meet the requirements of the Assurance
Framework could result in project delays, additional costs, loss of grant funding and
reputational damage.

The Glasgow and Clyde Valley City Region has been awarded £1.13bn to be drawn down over the next
20 years to fund major capital projects. The projects in Renfrewshire include investment in the Clyde
Waterfront and Renfrew Riverside, Airport Access and the Glasgow Airport Investment Area. A dedicated
project team is being established to progress these projects in conjunction with our partners. The
design, construction, operation and maintenance of the major projects being funded through City Deal
must be effectively managed to ensure they are delivered on time and on budget and in compliance with
the requirements of the City Deal Assurance Framework. All funding conditions and business case
assumptions must be accurate to allow the funding to be received.

The City Deal
Programme




Title |Risk Overview

Unemployment and economy

There are significant challenges in (1) reaching the people who most need our support,
(2)enabling more resilient communities/ voluntary groups and (3) getting the right
infrastructure and investment in place for the economic development of our towns and
villages. If the council and its key partners do not effectively manage these challenges there
is a risk of increased poverty, adverse physical and mental health, domestic violence,
homelessness, worklessness, youth unemployment, and acquisitive crime.

While significant challenges still impact on the ambition of the Council to grow the local economy and to
create work for its residents, it is noted that unemployment has significantly reduced in Renfrewshire
over the last 2 years. As such over the next three years the Council's Economic Development and
Employability Programmes will see a greater focus on particular groups who are furthest from the labour
market and the services offered will be more intensive and with greater barrier removal support. This
will be delivered through a mix of in-house delivery, partnership funding and contracted activity and in
order to recognise the changing demographics of the unemployed population the range of youth services
will now be available to people up to the age of 29 while an enhanced programme of Adult Employability
Services will also be developed partly in relation to the emerging programmes which are being delivered
through the City Deal. In order to track the impact and success of interventions and ensure that
ongoing activity is monitored, a new and improved Management Information System is also being rolled
out across the Glasgow and Clyde Valley area providing a common approach to measuring the success of
employability activities and ensuring that new services can be developed to the benefit of both
Renfrewshire's and the City region’s residents.

Health & Social Care Integration

If the Council does not prepare effectively for the implementation of the Public Bodies (Joint
Working) (Scotland) Act and form a fully operational Health and Social Partnership by 1 April
2016 there could be significant consequences in terms of logistics and reputation and further
impact to council structures, budgets and governance.

Preparations for the formal integration of health and social care services in Renfrewshire are progressing
well. The Chief Officer designate who will lead the new Partnership has been appointed, and the
Integration Scheme (the formal partnership agreement) between the council and NHS Greater Glasgow
and Clyde has been developed in line with national guidance and reflects feedback from consultation
with stakeholders. The Integration Scheme was approved by Council on 26 February 2015 and was
been submitted to Scottish Government by the statutory deadline of 1 April 2015. Work is now
underway to address the next two key priorities, the procedural and governance arrangements in
relation to the establishment of the Integration Joint Board, and the development of the Strategic Plan
for the delivery of services in partnership over the next three years.

Community Safety and Public Protection

The council’s community safety and public protection role, delivered within an integrated
partnership model is critical to ensuring child and adult protection, and that offending
behaviour and community safety services are effectively delivered, or risk of harm to and
from individuals may arise.

Community safety and public protection is a wide ranging and expanding agenda relating to the
protection of vulnerable people, communities, businesses and organisations. What makes us vulnerable
changes over time and through individual circumstances - and can sometimes occur unexpectedly as a
result of a civil contingencies emergency or event. However there are some broad risks that can and
should be foreseen and planned for. These include being very young, ill or very old, having limited or no
positive support from family or friends, being financially vulnerable or being subject to anti-social
behaviour, crime, violence or discrimination. The council has reviewed its approach to the management
and delivery of the community safety and public protection programmes. The community safety and
public protection steering group has refreshed its role and remit in order to deliver the strategic
objectives for the Council, whilst ensuring that the class leading diversionary programmes, case
management and referral processes are delivered. The integrated approach to Community Safety Public
Protection will be further enhanced with the provision and deployment of the joint community safety and
public protection hub, with state of the art CCTV systems supporting well trained and co-ordinated
frontline staff that focus on evidence led early intervention and prevention activities.

Children’s social work services continue to experience a high level of demand particularly in relation to
child protection referrals and the number of looked after children. The Council continues to work with
agency and community partners to ensure that children receive support at the earliest opportunity and
action is taken to mitigate and manage any identified risks. Since 2013, in conjunction with Police
Scotland and Barnardo's Scotland, the Council has had in place a robust system to identify and address
child sexual exploitation. Similarly, Adult Services have seen increasing numbers of adult protection
referrals and continue to adopt a multi-agency approach to managing identified risks in relation to
vulnerable adults. Council actions in relation to the protection of adults and children are subject to
scrutiny by the Community Protection Chief Officers Group.
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Table 3.2.4: Relationship with the council’s business plan

1: A Better Future

01 Increased | The City Deal Context:
sustainable |Programme: failure |The Glasgow and Clyde Valley City Deal will deliver an investment of £1.13bn across the
investment |to deliver Glasgow City Region, including £274m on three infrastructure projects in the
in our Renfrewshire area, together with additional investment into employment support through
economy the Labour Market Project. The specific Renfrewshire Infrastructure projects are:
(1) Airport Access (to be jointly delivered with Glasgow City Council)
(2) Clyde Waterfront and Renfrew Riverside
(3) Glasgow Airport Investment Area
(4) Labour Market Projects
Unemployment and |Context:
Economy (1) Immediate considerations such as tackling worklessness and youth unemployment
(2) Achieving positive destinations for school leavers
(3) Longer term considerations such as investing in infrastructure (such as roads, bridges
and lighting) to support local economic development
(4) Heritage Strategy and Town Centre Regeneration
(5) Other public focused issues that may emerge from council plan/ SOA indicators
Corporate Events Context:
Management (1) 23-26 April 2015 Beer Festival/Food & Drink Festival
(2) 7/8 May 2015 The Visit (Conference)
(3) 30 May 2015 Street Velodrome
(4) 29 June/03 July 2015 Mission Discovery
(5) 4 July 2015 Sma’ Shot day
(6) 11/12 July 2015 National Youth Circuit Race Championships
(7) 18 July 2015 Paisley Pipe Band competition
(8) 15 August 2015 Fire Engine Rally
(9) 5/6 September 2015 Doors Open Days
(10) 17-20 Sept 2015 Bring it All Home
(11) 9-17 October 2015 The Spree
(12) 30/31 October 2015 Halloween Festival
(13) 07 November 2015 Fireworks
(14) 14 — 28 Nov 2015 Town Centre Christmas Lights switch ons
02 Improved |Delivering on SOA |Context:
health, well- |outcomes through [(1)SOA themes
being and the Community (2) Improvement Service benchmarking
life chances [Planning (3) SOA indicators and performance
for Children |Partnership (4) CPP future role in respect of Criminal Justice
& Families

04 Reduction
in the causes

Tackling Poverty
and Inequality

Context:
(1) Tackling Poverty Commission report published March 2015

and stronger
Renfrewshire

& Public Protection

and impact (2) Initial council response — March 2015
of poverty (3) Planning for implementation - March to June 2015
(4) Implementation - June 2015 onwards
(5) Impact of welfare reform on Renfrewshire citizens
05 A safer Community Safety |Context:

(1) Levels of deprivation in Renfrewshire;

(2) No. of vulnerable children and adults in Renfrewshire;

(3) Complexity of partnership arrangements;

(4) Community Safety delivery model arrangements

(5) Community Safety Review (6) Community safety and public protection steering group
(7) Rollout of CCTV/ Hub project

Serious Organised
Crime, Insider
Threat and
Corporate Fraud

Context:

(1) Serious and Organised Crime is a threat to national security

(2) It costs the UK more than £24 billion a year

(3) Organised crime, insider threat, bribery and corporate fraud could become an area of
concern for the council

(4) The council needs to protect its citizens and its business resources
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Incident Response
Management

Context (from Community Risk Reqgister):

(1) Industrial Accidents and Environmental Pollution
(2) Transport Accidents

(3) Severe Weather Incidents

(4) Structural Incidents

(5) Human Health

(6) Animal Health

(7) Industrial Action

(8) International Events

(9) Industrial Technical Failure

2: A Better Council

01 A
Sustainable
Council -
effective and
financially
sound

Financial
Sustainability

Context:

Due to effective financial planning, the council is well placed to address the financial
challenges forecast over the shorter term, however there are significant and rising
pressures forecast from 2014/15 onwards over the course of the next spending review
period. Consequently the risk remains very high and continues to be subject to significant
and regular scrutiny.

Ongoing challenges include:

(1) Demand/ changing demographics

(2) Reduction in resources available to deliver services

(3) New 'Self Directed Support' agenda requires the council to make funds available to
clients with no guarantee that they will use council services

(4) Financial/ efficiency savings, inflation rates and reduced income from asset sales
(5) Workforce/ Rising employee and pension costs, meeting increased demand with
reduced workforce

(6) Investment/ for roads, schools, housing stock to support existing services and
economic growth.

(7)Maintaining assets/ backlog maintenance and repair for the estate

(8) Environmental/ rising energy and fuel costs, emission reduction targets

(9) Potential financial impact of the introduction of Universal Credit

(10) Potential outcomes of the Smith Commission

Energy, carbon
and waste
management

Context:

(1) Environmental Legislation

(2) Costs/ financial penalties regime and taxes associated in particular with waste
management

(3) Clyde Valley Waste Project —in planning phase — moving towards construction in 2016
(4) £.25m funding for energy initiatives

(5) % going to Landfill

(6) Food waste funding ends 1 April 2015

02 Effective

Health & Social

Context:

Change Care Integration [(1) Integration scheme to be approved by Scottish Government

Management (2) Integration Joint Board to formally appoint Chief Officer and Chief Financial Officer
(3) Integration Joint Board to approve Strategic Plan
(4) Council to ensure all local arrangements are in place for delegation of adult services
to the new 1JB during 2015
(5) 1B to be fully operational by April 2016

Better Council Context:
Programme Strategic Programmes

(1) Customer access
(2) Agile Council
(3) Asset Management
(4) Technology (including information and Knowledge Management)
(5) Organisational Development (incorporating capacity, workforce planning/ employee
wellbeing)
(6) Procurement Savings
Service Programmes (As being defined)
(incorporating shared services agenda)
Opportunity governance - ensuring that innovation/ opportunities pursued are subject to
the same rigor and level of governance applied to programmes and project

03 Putting Business Context:

Customers Continuity Non availability of premises, employees or systems impacting on services/ functions

First

04 Investment
in our People

(Now covered under Better Council Programme)
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06 Smarter
use of Assets

Property and
Infrastructure
Management

Context:

(1) Decline in capital spending

(2) Assets retained in conflict with strategy

(3) Market conditions returning less favourable capital receipts

(4) Community asset transfer

(5) Statutory compliance inspections/ ensuring assets are safe and fit for purpose for
employees and service users

(6) General need for more efficient use of assets, in particular property, roads and
lighting infrastructure

(7) Transfer of operations for Cultural properties

(8) Heritage Strategy and Town Centre Regeneration

(9) Asset and management review for hard and soft facilities management

Information
Management

Context:

Information is a critical resource for council operation therefore the availability,
appropriateness and accountability of information, regardless of the format it is held in, is
of great importance. The Information Management risk reflects challenges associated with
delivery of the outcomes set out in the approved Information Management Policy:

(1) Information sharing

(2) Information compliance

(3) Information efficiency

(4) Information quality

(5) Information security and resilience

Records
Management:
Public Records
(Scotland) Act
2011

Context:

(1) The Public Records (Scotland) Act 2011 came into effect in January 2013

(2) The Keeper of the Records of Scotland has invited public authorities to submit their
records management plans (RMPs)

(3) Renfrewshire Council's invitation for the submission of its records management plans
(RMP) to the Keeper is currently delayed until the new Records Manager has reviewed
work to date, and has met with the Keeper's office.

RMP has 14 elements for the council to comply with or demonstrate working towards
compliance: =Senior management responsibility *Records manager responsibility
*Records management policy statement «Business classification «Retention schedules
<Destruction arrangements <Archiving and transfer arrangements <Information security
=Data protection «Business continuity and vital records =Audit trail «Competency
framework for records management staff sAssessment and review «Shared information

07
Communica-
tions and
Engagement

Equality and
Human Rights

Context:

Renfrewshire Council as a public service provider and employer is committed to providing
excellent services in a culture which helps to ensure that we are meeting the changing
needs of individuals and groups across the diverse population of Renfrewshire. The
Council is required by legislation to pay due regard to the general equality duty set out in
the Equality Act 2010 and ensure that everyone’s rights are protected/upheld which
enables individuals and groups to have the opportunity to realise their full potential free
from discrimination as required by the Human Rights Act 1988

Communications

Context:

(1) The importance of respectful and strategically driven communications with staff during
times of change and to effect excellent service delivery

(2) Engaging Renfrewshire's communities in the objectives of the Community Plan

(3) Informing and supporting communities of the work and resultant outcomes of the
tackling poverty commission

(4) Crisis communications

(5) Increasing demand for employees’ access to social media sites and feeds for
professional and personal purposes creates security and reputational concerns
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3: A High Performing Council

01 Management of Context:

Governance Elections (1) European and UK Government elections

and Assurance (2) Being cognisant of changing legislation, processes and use of e-counting systems.
Information Context:
Governance Information is a critical resource for council operations. This risk covers the essential

components that the council requires to embed to ensure good information governance
and protect the council's and its customers' information and the council's reputation:
(1) Policies and procedures

(2) Roles and responsibilities

(3) Training and education

(4) Information Security and compliance (including incident recording monitoring)

(5) Move towards cloud based services

The Information Commissioner’s Office (ICO) is able to order organisations to pay up to
£500,000 as a penalty for serious breaches of the Data Protection Act;

The ICO may receive extended powers to conduct unscheduled audits.

3.3 The risk treatment activity planned for 2015 and beyond is shown within the corporate risk register in
the appendix that follows. This activity (proportionate to the level of each risk) will further contribute to
either the prevention of the risk occurring, where possible, or mitigating their potential effects. Where
there are no actions linked to a risk this indicates that the risk is being managed as ‘business as
usual’ taking account of the control measures currently in place.

3.4 The corporate risk register continues to underpin the key priorities of the council’s Annual Strategic
Audit Plan. Actions relating to planned audits for 2015/16 have been aligned to the relevant
corporate risks in the appendix. Any improvement actions arising from 2014/15 internal audit work
will continue to be integrated into the risk register as audit reports are finalised.

3.5 A midyear progress report on the corporate risk register will be reported in due course to the
Corporate Management Team and the Finance and Resources Policy Board. Information on specific
significant risks will be reported by the Corporate Risk Management Group to the Corporate
Management Team as required on an exceptional basis.
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Risk Matrix for Adverse Impact
Introduction

Risk should be analysed consistently across the council in terms of the significance of its impact and
the likelihood of occurrence. The Risk Matrix is therefore the tool that is to be used for this purpose.
The impact element of the same matrix may be used for the grading of adverse events, complaints or
claims.

Impact

When considering the consequences of a potential risk, all scenarios must be considered. It may
even be appropriate to consider the worst case scenario, however, those undertaking the risk
analysis must be able to provide a robust rationale and have evidence to support their selection. For
example, if ‘death’ could be the ultimate potential impact in relation to a specific problem, the risk
assessors must have knowledge that this outcome has occurred in the past either internal or external
to Renfrewshire Council. (A full list of descriptions to assist in analysing consequence is contained on
the following two pages of this appendix);

Likelihood

Similarly when considering the likelihood of occurrence, the risk assessor’s judgement must be based
on the prevalence of the event/ circumstance and outcome, backed up by experience and data such
as relevant incidents/ events, complaints and/ or claims.

Evaluation
As shown in the matrix below, Impact x Likelihood produces an evaluation of the significance of risk,
described as ‘Low’, ‘Moderate’, ‘High’ or ‘Very High'.

How a risk is evaluated will determine how the risk is then treated:

. Consequent Impact
Likelihood 1 5 3 4 5
Insignificant Minor Moderate Major Extreme
5
Almost Certain 5 10 15 20 25
4
Likely 4 8 12 16 20
3
Possible < g 2 12 =
2
Unlikely 2 4 6 8 10
1
Remote 1 2 3 4 S
Low (1-3), Moderate (4-9), High (10-16), or Very High (17-25)
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Consequence Impact

“Domains”

1
Insignificant

Minor

3
Moderate

Major

5
Extreme

Objectives and = Barely noticeable | = Minor reductionin | = Reduction in = Significant = Inability to meet
Projects reduction in scope / quality / scope or quality, reduction in ability project objectives,
scope / quality / schedule project objectives to meet project reputation of the
schedule or schedule. objectives or organisation
schedule. seriously
damaged and
failure to
appropriately
manage finances.
Injury (physical = Adverse event = Minor injury or = Significant injury | = Major injuries or = Incident leading
and leading to minor illness, first-aid requiring medical long term to death or major
psychological) to injury not treatment treatment and/or incapacity/ permanent
clients/staff. requiring first aid. needed. No staff counselling. disability (loss of incapacity.
absence required. limb), requiring
medical treatment
and/or
counselling.
Client experience || ® Reduced quality = Unsatisfactory = Unsatisfactory = Unsatisfactory = Unsatisfactory

| outcome of client client experience / |  client experience / |  client experience / |  client experience /
experience / outcome directly outcome, short outcome, long outcome,
outcome not related to service term effects — term effects - continued
directly related to provision — readily expect recovery < expect recovery > ongoing long term
service delivery. resolvable 1Wk 1Wk effects.
Complaints / = Locally resolved = Justified = Below excess = Claim above = Multiple claims or
claims complaint complaint claim. excess level. single major
peripheral to = Justified = Multiple justified claim.
direct service complaint complaints.
provision involving
inappropriate
service.
Staffing and = Short term low = Ongoing low = Late delivery of = Uncertain delivery | = Non delivery of
competence staffing level (< 1 staffing level key objective / of key objective / key objective/
day), where there results in minor service due to service due to service due to
is no disruption to reduction in lack of staff. lack of staff. lack of staff.
service. quality of client = Moderate error = Major error due to | = Loss of key staff.
tale due to ineffective ineffective training | = Critical error due
= Minor error due to training / [ implementation to insufficient
ineffective training |  implementation of of training. training/
/ implementation training. implementation of
of training. = Ongoing training.
problems with
staffing levels
Service / * Interruption in a = Short term = Some disruption | = Sustained loss of | = Permanent loss of
business service which disruption to in service with service which has core service or
interruption does not impact service with minor | unacceptable serious impact on facility.

on the delivery of
client care or the

ability to continue
to provide service

impact on client
care.

impact on client
care.

Temporary loss of
ability to provide
service.

delivery of client
care resulting in
major
contingency plans
being invoked.

Disruption to
facility leading to
significant “knock
on” effect.
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“Domains” 1 2 3 4 5
Insignificant Minor Moderate Major Extreme
Financial = Negligible = Minor = Significant = Major = Severe
organisational organisational organisational organisational organisational
financial loss (£< financial loss (£1- financial loss financial loss financial loss
1K). 10K). (£10-100K). (£100k-1m). (£>1m).
Inspection / = Small number of | = Minor = Challenging = Enforcement = Prosecution.
assessment / recommend- recommend- recommend- Action. = Zero Rating.
audit ations which ations made ations butcanbe | w | ow rating. = Severely critical
focus on minor which can be addressed with .
) : ! = Critical report. report.
quality addressed by low appropriate action
improvement level of plan.
issues. management
action.
Adverse publicity || ® No media = Local Media - = Local Media - = National Media (< | = National Media (>
/ reputation coverage, little short term. long term. 3 days). 3 days).
effect on staff = Minor effect on = Impact on staff = Public confidence | = MP/MSP
morale. staff morale / morale and public in the Concern
public attitudes. perception of the organisation (Questions in
organisation. undermined. Parliament).
= Usage of services
affected.
Council / = Damage, loss, = Damage, loss, = Damage, loss, = Damage, loss, = Damage, loss,
Personal theft (£< 1Kk). theft (£1-10k). theft (£10-100k). theft (£100k-1m). theft (E>1m).
Security, and
Equipment
Likelihood
1 2 3 4 5
Remote Unlikel Possible Likel Almost Certain
Probability = Will only occurin | = Unlikely to occur = Reasonable chance | = Likelyto occur | = The event will
exceptional but definite of occurring - has — strong occur in most
circumstances potential exists happened before on possibility circumstances

occasions
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