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Heading:  Audit Scotland Report — Covid 19 Guide for Audit and Risk

Committees
1. Summary
1.1 Audit Scotland has developed a series of guides for public bodies and

auditors in relation to the risks arising from Covid-19. The Guide for Audit
and Risk Committees was published in August 2020 and is attached at
Appendix 1.

1.2 The guide focuses on the short-term challenges facing public bodies in
the response phase of the pandemic. During this phase, key areas that
audit and risk committees will need to focus on include:

* internal controls and assurance

+ financial management and reporting
* governance

« risk management.

2. Recommendations

2.1 Members are invited to note the Audit Scotland Covid 19 Guide for Audit
and Risk Committees.




3.2

Background

The Audit Scotland Guide is split into four sections identifying the
potential impact on Local Authorities arising from Covid 19 on key
financial, internal control, governance and risk management processes.
Each section sets the context of the risks that Covid 19 may present for
the council’s operations and sets out a series of questions for Audit, Risk
and Scrutiny Board members to consider in the exercise of their scrutiny
role.

This report also provides members of the Audit, Risk and Scrutiny Board
with assurance over the council’s arrangements in relation to the
guestions raised.

Section 1 - Internal controls and assurance

The Chief Auditor has consulted with members of the Corporate
Management Team in relation to the impact on internal controls within
their service areas. Advice and guidance on proposed changes to the
internal control environment has been provided where necessary to
support service delivery while mitigating risk.

The internal audit plan for 2020/2021 has been reviewed and proposals
for amended have been submitted for approval to the Audit, Risk and
Scrutiny Board, to take account of the areas of greatest need.

Internal Audit and Corporate Counter Fraud teams have been working
with services involved with the distribution of grant assistance made
available by the Scottish Government, to prevent and investigate
fraudulent activity where necessary.

As lockdown loomed, ICT took the decision to upscale the remote access
infrastructure anticipating increased usage (i.e. up to 4000 connections).
This increase in capacity was tested up-front with high volumes of remote
connections via Edinburgh-based cloud hosted data centres which were
established in 2017 as part of the adoption of Infrastructure as a Service
(laaS). Internal remote-control software tools were then reconfigured to
enable the seamless support of Council provisioned end-user devices in
the office or at home. The ICT Service Desk Self Service Portal provides
a mechanism to ensure issues are logged and dealt with in a timely
manner.

Since lockdown began, ICT have continued to ‘sweat the asset’ that is
Microsoft 0365, utilising this extensive, always developing and
evergreen toolset for anytime / anywhere conferencing, collaboration
and information sharing. TEAMS and SKYPE along with Windows 10
and Direct Access are now core to home working. ICT have continued to
configure and deploy new end user devices over the last 6+ months
providing additional staff with the ability to work from home during the
current pandemic.



The HR and OD team have been working collaboratively with all key
stakeholders, including the Trades Unions, across the council to ensure
that any activities (especially key workers) being undertaken, were risk
assessed and more importantly the controls were being reviewed
dynamically in line with any changes to the guidance or legislation as it
emerged.

Working closely with the communications team, regular key messages
to managers and employees were issued timely to remind them of the
requirements to keep them safe. Further to this, where required, the
appropriate PPE has been provided and that those stocks have been
maintained, The Corporate PPE group continue to monitor the situation
and support where necessary.

HR and OD have reviewed the current guidance and updated where
necessary the ways in which the homeworkers can apply practical
solutions to ensure they are working safely, including the type of office
equipment they need. The health and safety team are offering video style
assessments and advice to support anyone with their set up. Where an
employee has an existing medical condition, there has been support
from Occupational Health.

To support with the mental and physical elements whilst at work, a
section on the internet was developed for employees and managers to
access, where they could find a range of information to support them
when working through the pandemic. A dedicated helpline was set up
by the Occupational Health provider so that employees could call to
discuss any health related concerns they had. Timefortalking (the
counselling service) have supported with targeted interventions on
issues such as PTSD as well as general advice and guidance. Further
to this, HR and OD have driven specific campaigns and focussed
communications on a number of key themes including: Financial
Wellbeing, Healthy Eating, Domestic abuse, Alcohol and substance
abuse, Loss and Bereavement and support for carers.

Section 2 - Financial management and reporting

The Council’s financial position has been significantly affected by the
Covid-19 pandemic, both in terms of additional costs and reduced
income. The finance team have been alert to this and are continuously
assessing the impact on the council’s in-year financial position and also
the medium term consequences of the pandemic. Many of the financial
issues arising over the course of the initial lockdown and immediate
response period over the Spring/Summer; and also the longer term
impacts are challenging to quantify given the constantly changing
environment in which the council and it’s partners are operating.

Reports to the Emergencies Board, full Council and also each Policy
Board provided initial estimates of the full potential costs, and updates to



this as the financial position has evolved in light of new demands and
also additional funding.

Section 3 - Governance

The Council has put in place emergency governance arrangements to
enable oversight of the Council’'s functions and services during the
Covid-19 emergency, in circumstances where it was not possible for
meetings of the Council’s Boards to take place safely in Renfrewshire
House.

Initially, temporary arrangements were put in place in March 2020
involving weekly meetings of the Emergencies Board, held remotely,
extended emergency delegations to the Chief Executive and the
cancellation of all Council and Board meetings prior to the Council
meeting on 25 June 2020.

Following the Council meeting on 25 June 2020, full cycles of Board
meetings have been reintroduced with remote access for members and
the Emergencies Board continued to meet until the commencement of
Board meetings in August. The Emergencies Board remains available
for use should any urgent Covid related matter arise that requires to be
dealt with between Board meetings. The Chief Executive’s emergency
delegated powers also continued until the first Board meeting on 18
August 2020. The major decisions made by the Chief Executive using
emergency delegated powers have been reported to Council.

The current governance arrangements will be reviewed again at the
Council meeting in December.

Section 4 - Risk management

Since March 2020, the risk management priority of the organisation has
focused firstly on the corporate risk for our Response to Covid-19 and
then on our Recovery from Covid-19. All existing risks have been
reviewed for Covid-19 impact, and the council’s full risk profile has been
reviewed now through the Covid-19 experience. The revised risk register
has been submitted to the Audit, Risk and Scrutiny Committee for
approval.

Implications of the Report



1. Financial - The Council’s financial position has been significantly
affected by the Covid-19 pandemic, both in terms of additional costs
and reduced income.

2. HR & Organisational Development — The report details the support
made available to support employee wellbeing during the pandemic.

3. Community Planning — During the pandemic the council has
continued to provide services to the Renfrewshire community.

4. Legal — The report details emergency governance arrangements that
were put in place during the pandemic.

5. Property/Assets - None

6. Information Technology — The report details the investment in ICT to
enable continued working during the pandemic.

7. Equality & Human Rights - None

8. Health & Safety — The report details the support made available to
support employee wellbeing during the pandemic.

9. Procurement - None

10. Risk — Covid 19 risks have been fully assessed and reflected in the
Strategic, Corporate and Service risk registers appropriately.

11. Privacy Impact — None
12. COSLA Implications — None
13. Climate Risk - None
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Who we are

The Auditor General, the Accounts Commission and Audit Scotland
work together to deliver public audit in Scotland:

» Audit Scotland is governed by a board, consisting of the Auditor
General, the chair of the Accounts Commission, a non-executive
board chair, and two non-executive members appointed by the
Scottish Commission for Public Audit, a commission of the Scottish
Parliament.

* The Auditor General is an independent crown appointment, made on
the recommendation of the Scottish Parliament, to audit the Scottish
Government, NHS and other bodies and report to Parliament on their
financial health and performance.

* The Accounts Commission is an independent public body appoint-
ed by Scottish ministers to hold local government to account. The
Controller of Audit is an independent post established by statute,
with powers to report directly to the Commission on the audit of local
government.
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About us

Our vision is to be a world-class audit organisation that improves the
use of public money.

Through our work for the Auditor General and the Accounts
Commission, we provide independent assurance to the people of
Scotland that public money is spent properly and provides value. We
aim to achieve this by:

» carrying out relevant and timely audits of the way the public sector
manages and spends money

* reporting our findings and conclusions in public

 identifying risks, making clear and relevant recommendations.


http://www.audit-scotland.gov.uk/about-us/auditor-general
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Introduction

1. Covid-19 has already had a significant impact on every aspect of society in
Scotland. It has affected individuals and communities, public services and the
economy.

2. The response of public-sector bodies has been strong, and the pandemic has
highlighted some of their key strengths, such as agility and partnership working.
But Covid-19 has also exacerbated many pre-existing risks and challenges facing
public bodies in areas such as financial sustainability and service demand
pressures. A difficult road lies ahead as public bodies move from response to
recovery and renewal.

3. Audit and risk committees have a crucial role to play in providing effective scrutiny
and challenge. They help public bodies focus on important aspects of the business
and maintain effective oversight of spending, performance and governance
arrangements. As public bodies manage their business during this global pandemic,
the role of audit and risk committees becomes even more important.

4. This guide for audit and risk committees draws on our recent experience of
auditing public bodies during the pandemic. It also refers to key sources of
guidance such as the Scottish Government’s Scottish Public Finance Manual and
On Board: a guide for members of statutory boards and the Chartered Institute of
Public Finance and Accountancy’s Audit Committees: Practical Guidance for Local
Authorities and Police.

Key issues for consideration by audit and risk
committees during the Covid-19 pandemic

5. There are a wide range of short, medium and long-term risks and issues emerging
from Covid-19 for public bodies to consider. This guide focuses on the short-term
challenges facing public bodies in the response phase of the pandemic. During this
phase, key areas that audit and risk committees will need to focus on include:

e internal controls and assurance

e financial management and reporting
e governance

e risk management.

6. This guide provides audit and risk committee members with suggested
questions to help them effectively scrutinise and challenge in these key areas.
Answering the questions in this guide will help audit and risk committees better
understand how their organisation is responding to the pandemic and managing
both the immediate and longer-term challenges that it creates.

7. Audit and risk committees must assure themselves that they are engaged and
well-informed about the changes that are occurring and affecting their organisation
due to Covid-19. For example, they should be informed of changes to internal
reporting arrangements, and policy and legislative changes and the impact they
are likely to have on the organisation. They should also be apprised of any fraud
and error risks arising from the response to Covid-19.1

1 Covid-19: Emerging fraud risks, Audit Scotland, July 2020.


https://www.gov.scot/publications/scottish-public-finance-manual/
https://www.gov.scot/publications/board-guide-members-statutory-boards/
https://www.audit-scotland.gov.uk/report/covid-19-emerging-fraud-risks
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Internal controls and assurance

8. Public-sector staff are working under extreme pressure as a consequence of the
scale and pace of change created by the pandemic and the need to respond
rapidly to unfolding events. This may mean that some internal controls are
suspended or relaxed. For example, the segregation of duties between colleagues
for completing tasks and subsequent checks may not be possible due to
unforeseen capacity issues or the lack of availability of more senior or experienced
staff. Staff transfer between departments, for example, to new areas such as those
responsible for distributing funding to support people and businesses most affected
by Covid-19, may also leave some areas under-staffed. Furthermore,
inexperienced staff may be working remotely without a full understanding of the
required procedures and controls.

9. Internal audit provides independent assurance on governance arrangements,
risk management and internal control processes. As the landscape changes,
internal audit will have to consider its approach to audit planning and how it
continues to deliver its assurance activities while balancing the workload created
by new risks emerging from Covid-19.

10. As staff work remotely, there may also be potential security risks such as an
increase in cyber-crime. For example, fraudsters may try to access public-sector
systems by claiming to be legitimate technical support services or through phishing
emails and scams.

11. Exhibit 1 proposes potential questions for audit and risk committee members to
consider.

Exhibit 1
Internal controls and assurance — questions to consider
What changes to internal controls have been required due to Covid-19?
e Has internal audit assessed the design, implementation and operational effectiveness of revised
internal controls?
What new controls have been established to account for the distribution of any additional funds
received?
e Have officers identified any weaknesses in new controls and if so, how are these being addressed?

To what extent has your organisation assessed the impact of working remotely on the control
environment and working practices?

Has internal audit reviewed their audit plan and assessed which projects might need to be
cancelled, postponed or accelerated as your organisation navigates its way through the
pandemic?

How is management supporting internal audit to balance its ‘routine’ programme of work and that
required to respond to Covid-19-related audit work?

What impact has Covid-19 had on the annual reporting and accounting process?

e Has your organisation’s timetable for the annual reporting process been considered for 2019/20 and
2020/217 If so, have the timetables been revised and updated accordingly?

e Has the external auditor’s annual audit plan been updated to assess and address new risks?

To what extent has your organisation considered work undertaken by other organisations (via
professional networks and bodies), or where appropriate, engaged with external experts to inform
decision-making around significant areas of change in response to the pandemic?

How have IT services performed during the pandemic?

e To what extent have cyber security controls been considered?
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To what extent has management assessed the impact of Covid-19 on overall staff capacity?
e \What areas have been identified as being under resourced and how is this being addressed?

What is your organisation doing to support its staff during the pandemic?
e To what extent have workload and working practices been adjusted to allow for the challenges that
people may face when working remotely?

e What guidance, advice or signposting has your organisation put in place to support staff wellbeing?
What opportunities and risks have arisen as staff are deployed across departments?

How is your organisation capturing the learning and opportunities that arise from new ways of
working?

Financial management and reporting

12. Public bodies face considerable uncertainty during the pandemic and as they
plan for the future. Having robust financial management and transparent reporting
arrangements in place is critical to ensuring that an organisation can manage its
finances and deliver services effectively, identify issues and challenges early and
act on them promptly.

13. Financial impacts of the pandemic could include a reduction in income
generated from business rates and council tax non-payments as well as a
reduction in fees and charges from, for example, leisure, public transport and
parking. Organisations may also face increased costs such as higher staff costs to
cover the delivery of services. The economic uncertainty and market volatility
caused by the pandemic also make it difficult for public bodies to value, for
example, property portfolios, inventories and pension schemes.

14. A number of factors will affect how well an organisation can report on and
manage its financial position at a time where it is facing significant pressure and
challenge. For example, there is likely to be competing pressures on finance staff,
significant changes in financial processes and procedures and the introduction of
financial systems in new areas, such as those for Covid-19-related government
relief, assistance and stimulus packages. Exhibit 2 proposes potential questions for
audit and risk committee members to consider.

Exhibit 2
Financial management and reporting — questions to consider

Is financial (and performance) information received in a timely manner, with sufficient detail, to
inform the fast-paced changes that are required due to Covid-19?

How is management assessing the financial impact of Covid-19 on income and expenditure?

e \What processes or procedures have been put in place to assess, for example, new demands, new
expenditure streams, savings from activity foregone and lost income?

What information has been used in determining the value of assets and liabilities?

e To what extent have estimated valuations been impacted by Covid-19, for example, disruption to the
revaluation of properties or market volatility impacting on investments?

e What is the likely impact of Covid-19 on pension deficits and what does this mean for your
organisation?

What commitments and guarantees have been made to third parties, and how are these being
monitored?

e Where relevant, how is your organisation ensuring that the impacts of the pandemic on its arm’s-length
external organisations (ALEOS) are being appropriately monitored?
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What impact has Covid-19 had on savings plans?

e |s your organisation on track to deliver these savings and if not, what plans are your organisation
putting in place to help with this?

What impact has Covid-19 had on transformational activity?

e If there has been or will be significant delays to activity or a failure to meet savings targets, what are
the financial implications and how is management preparing for this?

Is there sufficient capacity within the finance team to deal with competing pressures, such as
preparing annual accounts, at a time when working practices are having to be adapted due to
Covid-19?

Governance

15. The pace and scale of change is unprecedented, and changes in governance
arrangements are likely to have taken place. This may mean that there has been
less opportunity for scrutiny and due diligence as public bodies respond rapidly to
the challenges arising from Covid-19. For example, urgent procurement decisions
and changes to delegated authority arrangements may have impacted on the level
of scrutiny.

16. Governance and accountability arrangements around collaborative working
may be increasingly complex but when done effectively, allows for better planning,
design and coordination of services. Many aspects of public bodies’ responses to
the pandemic can only be done in partnership with others.

17. Recent changes to governance arrangements due to Covid-19 may include
basic alterations such as documenting authorisation processes through to
oversight of the overall running of the business. Exhibit 3 proposes potential
questions for audit and risk committee members to consider.

Exhibit 3
Governance — questions to consider

What impact has Covid-19 had on governance arrangements?

e How is your organisation ensuring that effective oversight and scrutiny of key decisions is maintained
as it responds rapidly to the challenges it faces during the pandemic?

e Have any significant changes been made to governance arrangements due to the pandemic, for
example, suspension of committees or increased use of delegated decision-making powers?

e Where decisions are being made using delegated or emergency powers, how are these being
recorded, made public and subjected to scrutiny by the relevant committee(s)?

e Have changes to processes and procedures made in response to Covid-19 been reviewed and
documented appropriately to comply with overall governance arrangements?

Are governance arrangements being reviewed regularly to ensure they remain fit for purpose?

Are non-executive directors providing appropriate levels of support, scrutiny and challenge to
your organisation as it responds to the current environment and new risks?

What barriers, if any, have affected your organisation’s ability to continue to provide services for
individuals and communities during the pandemic?

e How have these barriers been overcome?
e What was the impact on service users?

What impact has Covid-19 had on your organisation achieving its stated objectives?

e Does performance reporting highlight any changes on your organisation’s ability to meet its objectives
as a consequence of Covid-19?
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e Has the pandemic caused new risks to achieving your organisation’s objectives? If so, how are these
being addressed?

What impact has Covid-19 had on collaborative working?

Risk management

18. While public bodies will have risk management processes in place, the
likelihood and impact of existing risks and the emergence of new risks will need to
be monitored carefully. There may also be a change in the risk appetite during the
pandemic to allow for services to operate effectively and respond to issues in a
timely manner. Some changes may be significant therefore officers and audit and
risk committee members need to consider how sustainable these changes will be
in the longer term.

19. Public bodies were already facing risks and challenges around, for example,
financial sustainability, outcomes and inequalities. These risks and challenges have
become greater due to Covid-19. They are also heightened further because of the
uncertainty around the UK’s exit from the European Union and increasing budget
pressures.

20. Exhibit 4 proposes potential questions for audit and risk committee members to
consider.

Exhibit 4
Risk management — questions to consider

Are there new expenditure or procurement streams, or delivery methods arising from Covid-19
that introduce new risk?

e What indicators does management have to support informed decisions on risk and is this data
available in real time?

e Is your organisation’s risk management strategy up-to-date to include risks associated with Covid-19?

e What risks have emerged that need to be addressed and what protocols are in place to report and
analyse emerging risks as the situation evolves?

e Are risks being reported to the relevant committee?

Has your organisation’s risk register been updated to reflect new risks arising from Covid-19?

Is there a need for management’s risk appetite framework to be reviewed to ensure it is
appropriate in this rapidly evolving environment?

e If so, when will the committee be informed of the outcome and any next steps?

How does Covid-19 impact on any financial risks already facing your organisation and how does
this affect short, medium and long-term financial plans?

What impact does Covid-19 have on any scenario planning that your organisation has in place for
events such as EU withdrawal and increasing budget uncertainty?
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Looking ahead

21. This is the second in a series of Covid-19 guides prepared for public bodies
and auditors. Our first publication, Covid-19 Emerging fraud risks, sets out a range
of fraud risks that may arise due to the pandemic. By drawing on our position as
external auditors across the public sector in Scotland, we have used our recent
experience to develop these Covid-19 outputs. We will be issuing further guidance
to public bodies to support them as they move beyond the response phase of the
pandemic into recovery and renewal.

22. We invite feedback on how the role of external audit can further support public
bodies as they respond to the challenges Covid-19 presents.

Further reading

e Guide for Audit and Risk Committees on Financial Reporting and
Management during COVID-19, National Audit Office, June 2020.

e Financial scrutiny practice guide, The Chartered Institute of Public Finance
and Accountancy, June 2020.

e https://www.ifac.org/knowledge-gateway/contributing-global-
economy/discussion/implications-audit-committees-arising-covid-19

e https://www.iia.org.uk/covid-19-hub/covid-19-guidance/


https://www.audit-scotland.gov.uk/uploads/docs/report/2020/briefing_200723_covid.pdf
https://www.nao.org.uk/wp-content/uploads/2020/06/Guide-for-audit-and-risk-committees-on-financial-reporting-and-management-during-Covid-19-1.pdf
https://www.nao.org.uk/wp-content/uploads/2020/06/Guide-for-audit-and-risk-committees-on-financial-reporting-and-management-during-Covid-19-1.pdf
https://www.ifac.org/knowledge-gateway/contributing-global-economy/discussion/implications-audit-committees-arising-covid-19
https://www.ifac.org/knowledge-gateway/contributing-global-economy/discussion/implications-audit-committees-arising-covid-19
https://www.iia.org.uk/covid-19-hub/covid-19-guidance/
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This report is available in PDF and RTF formats,
along with a podcast summary at:
www.audit-scotland.gov.uk

If you require this publication in an alternative
format and/or language, please contact us to
discuss your needs: 0131 625 1500

or info@audit-scotland.gov.uk ]

For the latest news, reports
and updates, follow us on:
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http://www.audit-scotland.gov.uk/
mailto:info%40audit-scotland.gov.uk?subject=
http://www.audit-scotland.gov.uk/follow-us-on-social-media
mailto:info%40audit-scotland.gov.uk?subject=
http://www.audit-scotland.gov.uk/
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